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CPE PACKAGE

Welcome to cpe package documentation. In this pages you can find a tutorial about cpe package, that implements the validation of both CPE Names and platform (set of CPE Names) and the comparisons between them, corresponding to versions 1.1, 2.2 and 2.3 of CPE (Common Platform Enumeration) specification. Also, this package gives support to name and language matching algorithms.

This documentation contains a brief introduction about Common Platform Enumeration (CPE) specification, the CPE version list implemented and the compatibility among them, the class model designed, the steps to install and use the cpe package (with examples), and several important issues to consider associated with the functionality of the package.

For more information about cpe package implementation, please visite: https://github.com/nilp0inter/cpe.
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Introduction

Common Platform Enumeration (CPE) is a standardized method of describing and identifying classes of applications, operating systems, and hardware devices present among an enterprise’s computing assets. CPE does not identify unique instantiations of products on systems, such as the installation of XYZ Visualizer Enterprise Suite 4.2.3 with serial number Q472B987P113. Rather, CPE identifies abstract classes of products, such as XYZ Visualizer Enterprise Suite 4.2.3, XYZ Visualizer Enterprise Suite (all versions), or XYZ Visualizer (all variations).

IT management tools can collect information about installed products, identifying these products using their CPE Names, and then use this standardized information to help make fully or partially automated decisions regarding the assets. For example, identifying the presence of XYZ Visualizer Enterprise Suite could trigger a vulnerability management tool to check the system for known vulnerabilities in the software, and also trigger a configuration management tool to verify that the software is configured securely in accordance with the organization’s policies. This example illustrates how CPE Names can be used as a standardized source of information for enforcing and verifying IT management policies across tools [1 [http://scap.nist.gov/specifications/cpe/]].

CPE provides [2 [http://cpe.mitre.org/about/]]:


	A standard machine-readable format for encoding names of IT products and platforms (naming).

	A set of procedures for comparing names (name matching).

	A language for constructing “applicability statements” that combine CPE Names with simple logical operators (language matching).

	A standard notion of a CPE Dictionary.



For more information, please visit the official website of CPE, maintained by MITRE: http://cpe.mitre.org/

[image: _images/cpe_logo.gif]

Matching

Matching [5] is the process of determining if a given CPE Name or CPE Language statement specifies a platform that is defined by a set of known CPE Names. It helps define the relationship between different CPE Names (or language statements).


Conceptual model

The conceptual model for matching consists of two steps:


	Make a list of all the CPE Names and logical connections.

	For each name, check whether the target system has the hardware, software, or operating system indicated by the name. If the check succeeds for all names, and satisfies the logical constraints, then the target is an instance of the CPE Name or Language representation.






Matching Algorithm: Known Instance Based Matching

Two elements participate in the matching process: the known instance set (CPE Names that define the target system) and the candidate CPE Name or Language expression. The algorithm applies the “filter” indicated by X and replies to the question: “Does the filter X return any instance of target system K?”

The figure bellow illustrates the basic concept of known instance based matching:

[image: _images/matching.png]
Matching consists of two algorithms.


	CPE_Name_Match:
	This algorithm accepts a set of CPE Names K and a candidate CPE Name X.

	It returns true if X matches any member of K, and false otherwise.





	CPE_Language_Match:
	This algorithm accepts a set of CPE Names K and a candidate expression E.

	It returns true if the expression can be satisfied by name matching against the members of K, and false otherwise.
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List of implemented CPE versions

This package implements the validation of both CPE Names and platforms (set of CPE Names), and the comparisons between them, corresponding to some versions of CPE specification [3 [http://cpe.mitre.org/cpe/archive/]].

The functionality implemented in this package, associated with versions 1.1, 2.2 and 2.3 of CPE specification, is below:


	Version 1.1 [4 [http://cpe.mitre.org/specification/1.1/cpe-specification_1.1.pdf]]:
	CPE naming

	CPE Name matching





	Version 2.2 [5 [http://cpe.mitre.org/specification/2.2/cpe-specification_2.2.pdf]]:
	CPE naming

	CPE Name matching

	CPE Language matching





	Version 2.3:
	CPE naming [6 [http://csrc.nist.gov/publications/nistir/ir7695/NISTIR-7695-CPE-Naming.pdf]]

	CPE Name matching [7 [http://csrc.nist.gov/publications/nistir/ir7696/NISTIR-7696-CPE-Matching.pdf]]

	CPE Applicability Language matching [8 [http://csrc.nist.gov/publications/nistir/ir7698/NISTIR-7698-CPE-Language.pdf]]







The CPE naming of version 2.3 supports the definition of three different styles of CPE Name:


	WFN: Well-Formed Name

	URI: Uniform Resource Identifier

	FS: Formatted String
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Compatibility among CPE versions











	VERSIONS
	1.1
	2.2
	2.3 WFN
	2.3 URI
	2.3 FS




	1.1
	Yes
	Depends of count of parts
	Depends of count of parts
	Depends of count of parts
	Depends of count of parts


	2.2
	Depends of characters
	Yes
	Yes
	Yes
	Yes


	2.3 WFN
	Depends of characters
	Depends of characters
	Yes
	Yes
	Yes


	2.3 URI
	Depends of characters
	Depends of characters
	Yes
	Yes
	Yes


	2.3 FS
	Depends of characters
	Depends of characters
	Yes
	Yes
	Yes
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Model

This section shows the diagrams of model parts of cpe package. These diagrams have been generated with the PyNSource tool version 1.61 (https://code.google.com/p/pynsource/). Each model class is stored in a different file. The model parts are as follows.



	CPE hierarchy
	Class list

	Class diagram





	CPESet hierarchy
	Class list

	Class diagram





	CPELanguage hierarchy
	Class list

	Class diagram





	CPEComponent hierarchy
	Class list

	Class diagram










Categories of main classes

The main classes of model can be grouped in four categories:


	Auto version (classes to create CPE Names without setting their version of CPE specification associated):
	cpe.py (generic auto version class)

	cpe2_3.py (auto version class of version 2.3)





	Manual version (classes to create CPE Names of particular version of CPE specification):
	cpe1_1.py (version 1.1)

	cpe2_2.py (version 2.2)

	cpe2_3_wfn.py (version 2.3 with WFN style)

	cpe2_3_uri,py (version 2.3 with URI style)

	cpe2_3_fs.py (version 2.3 with formatted style style)





	CPE Name matching (classes to realize the name matching of CPE specification):
	cpeset1_1.py (version 1.1)

	cpeset2_2.py (version 2.2)

	cpeset2_3.py (version 2.3)





	CPE Language matching (classes to realize the language matching of CPE specification):
	cpelang2_2.py (version 2.2)

	cpelang2_3.py (version 2.3)
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CPE hierarchy

This section contains the classes associated with versions of CPE specification implemented in this package.


Class list



	CPE class

	CPE1_1 class

	CPE2_2 class

	CPE2_3 class

	CPE2_3_URI class

	CPE2_3_WFN class

	CPE2_3_FS class








Class diagram

The class diagrams of CPE hierarchy are available in multiple format: PNG, PDF and PYNS (output format of PyNSource tool). Listed below are the download links of these diagrams and their formats:


	Classes with public and private attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS





	Classes with only public attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS







Next image presents the public attributes and methods of CPE classes:

[image: ../_images/cpe_model_public.png]
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CPE class


	
class cpe.cpe.CPE(cpe_str, *args, **kwargs)[source]

	Represents a generic CPE Name compatible with
all versions of CPE specification.

Parts of CPE are stored in a dictionary.


	CPE structure (dictionary):

	
	└─ part {hw, os, sw, undefined}

	
	└─ element list (list)

	└─ component list (dictionary)












	
CPE_PART_KEYS = ('hw', 'os', 'app', 'undef')

	List of keys associated with the types of system
included in CPE specification






	
KEY_APP = 'app'

	Type of system “application”






	
KEY_HW = 'hw'

	Type of system “hardware”






	
KEY_OS = 'os'

	Type of system “operating system”






	
KEY_UNDEFINED = 'undef'

	Undefined type of system






	
VERSION = 'undefined'

	Version of CPE Name






	
VERSION_1_1 = '1.1'

	Version 1.1 of CPE specification






	
VERSION_2_2 = '2.2'

	Version 2.2 of CPE specification






	
VERSION_2_3 = '2.3'

	Version 2.3 of CPE specification






	
VERSION_UNDEFINED = 'undefined'

	Version not set






	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal CPE Names,
false otherwise.





	Parameters:	other (CPE) – CPE Name to compare


	Returns:	True if other == self, False otherwise


	Return type:	boolean










	
__getitem__(i)[source]

	Returns the i’th component name of CPE Name.





	Parameters:	i (int [http://docs.python.org/library/functions.html#int]) – component index to find


	Returns:	component string found


	Return type:	CPEComponent


	Exception:	IndexError - index not found in CPE Name





TEST: good index

>>> str = 'cpe:///sun_microsystem:sun@os:5.9:#update'
>>> c = CPE(str)
>>> c[0]
CPEComponent1_1(sun_microsystem)










	
__init__(cpe_str, *args, **kwargs)[source]

	Store the CPE Name.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name


	Returns:	None










	
__len__()[source]

	Returns the number of components of CPE Name.





	Returns:	count of components of CPE Name


	Return type:	int





TEST: a CPE Name with two parts (hw and os) and
some elements empty and with values

>>> str = "cpe:/cisco::3825/cisco:ios:12.3"
>>> c = CPE(str)
>>> len(c)
6










	
static __new__(cpe_str, version=None, *args, **kwargs)[source]

	Generator of CPE Names.





	Parameters:	
	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string

	version (string [http://docs.python.org/library/string.html#module-string]) – version of CPE specification of CPE Name






	Returns:	CPE object with version of CPE detected correctly




	Return type:	CPE




	Exception:	NotImplementedError - incorrect CPE Name or
version of CPE not implemented







This class implements the factory pattern, that is,
this class centralizes the creation of objects of a particular
CPE version, hiding the user the requested object instance.






	
__repr__()[source]

	Returns a unambiguous representation of CPE Name.





	Returns:	Representation of CPE Name as string


	Return type:	string










	
__str__()[source]

	Returns a human-readable representation of CPE Name.





	Returns:	Representation of CPE Name as string


	Return type:	string










	
__weakref__

	list of weak references to the object (if defined)






	
as_dict()[source]

	Returns the CPE Name dict as string.





	Returns:	CPE Name dict as string


	Return type:	string










	
as_fs()[source]

	Returns the CPE Name as formatted string of version 2.3.





	Returns:	CPE Name as formatted string


	Return type:	string


	Exception:	TypeError - incompatible version










	
as_uri_2_3()[source]

	Returns the CPE Name as URI string of version 2.3.





	Returns:	CPE Name as URI string of version 2.3


	Return type:	string


	Exception:	TypeError - incompatible version










	
as_wfn()[source]

	Returns the CPE Name as Well-Formed Name string of version 2.3.





	Returns:	CPE Name as WFN string


	Return type:	string


	Exception:	TypeError - incompatible version










	
get_edition()[source]

	Returns the edition of product of CPE Name as a list.
According to the CPE version,
this list can contains one or more items.





	Returns:	Value of edition attribute as string list.


	Return type:	list










	
get_language()[source]

	Returns the internationalization information of CPE Name as a list.
According to the CPE version, this list can contains one or more items.





	Returns:	Value of language attribute as string list.


	Return type:	list










	
get_other()[source]

	Returns the other information part of CPE Name.





	Returns:	Value of other attribute as string list.


	Return type:	list










	
get_part()[source]

	Returns the part component of CPE Name as a list.
According to the CPE version,
this list can contains one or more items.





	Returns:	Value of part attribute as string list.


	Return type:	list










	
get_product()[source]

	Returns the product name of CPE Name as a list.
According to the CPE version,
this list can contains one or more items.





	Returns:	Value of product attribute as string list.


	Return type:	list










	
get_software_edition()[source]

	Returns the software edition of CPE Name.





	Returns:	Value of sw_edition attribute as string list.


	Return type:	list










	
get_target_hardware()[source]

	Returns the arquitecture of CPE Name.





	Returns:	Value of target_hw attribute as string list.


	Return type:	list










	
get_target_software()[source]

	Returns the software computing environment of CPE Name
within which the product operates.





	Returns:	Value of target_sw attribute as string list.


	Return type:	list










	
get_update()[source]

	Returns the update or service pack information of CPE Name as a list.
According to the CPE version, this list can contains one or more items.





	Returns:	Value of update attribute as string list.


	Return type:	list










	
get_vendor()[source]

	Returns the vendor name of CPE Name as a list.
According to the CPE version,
this list can contains one or more items.





	Returns:	Value of vendor attribute as string list.


	Return type:	list










	
get_version()[source]

	Returns the version of product of CPE Name as a list.
According to the CPE version,
this list can contains one or more items.





	Returns:	Value of version attribute as string list.


	Return type:	list










	
is_application()[source]

	Returns True if CPE Name corresponds to application elem.





	Returns:	True if CPE Name corresponds to application elem, False
otherwise.


	Return type:	boolean










	
is_hardware()[source]

	Returns True if CPE Name corresponds to hardware elem.





	Returns:	True if CPE Name corresponds to hardware elem, False
otherwise.


	Return type:	boolean










	
is_operating_system()[source]

	Returns True if CPE Name corresponds to operating system elem.





	Returns:	True if CPE Name corresponds to operating system elem, False
otherwise.


	Return type:	boolean
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CPE1_1 class


	
class cpe.cpe1_1.CPE1_1(cpe_str, *args, **kwargs)[source]

	Implementation of version 1.1 of CPE specification.

Basic structure of CPE Name:


	Hardware part: the physical platform supporting the IT system.

	Operating system part: the operating system controls and manages the
IT hardware.

	Application part: software systems, services, servers, and packages
installed on the system.



CPE Name syntax:


cpe:/ {hardware-part} [ / {OS-part} [ / {application-part} ] ]



	
ELEMENT_SEPARATOR = ';'

	Separator of part elements of CPE Name






	
PART_SEPARATOR = '/'

	Part separator of CPE Name






	
VERSION = '1.1'

	Version of CPE Name






	
__getitem__(i)[source]

	Returns the i’th component name of CPE Name.





	Parameters:	i (int [http://docs.python.org/library/functions.html#int]) – component index to find


	Returns:	component string found


	Return type:	CPEComponent


	Exception:	IndexError - index not found in CPE Name





TEST: good index

>>> str = 'cpe:///sun_microsystem:sun@os:5.9:#update'
>>> c = CPE1_1(str)
>>> c[0]
CPEComponent1_1(sun_microsystem)










	
__len__()[source]

	Returns the number of components of CPE Name.





	Returns:	count of components of CPE Name


	Return type:	int





TEST: a CPE Name with two parts (hw and os) and
some elements empty and with values

>>> str = "cpe:/cisco::3825/cisco:ios:12.3:enterprise"
>>> c = CPE1_1(str)
>>> len(c)
7










	
static __new__(cpe_str, *args, **kwargs)[source]

	Create a new CPE Name of version 1.1.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string


	Returns:	CPE object of version 1.1 of CPE specification.


	Return type:	CPE1_1










	
as_wfn()[source]

	Returns the CPE Name as Well-Formed Name string of version 2.3.





	Returns:	CPE Name as WFN string


	Return type:	string


	Exception:	TypeError - incompatible version










	
get_attribute_values(att_name)[source]

	Returns the values of attribute “att_name” of CPE Name.
By default a only element in each part.





	Parameters:	att_name (string [http://docs.python.org/library/string.html#module-string]) – Attribute name to get


	Returns:	List of attribute values


	Return type:	list


	Exception:	ValueError - invalid attribute name
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CPE2_2 class


	
class cpe.cpe2_2.CPE2_2(cpe_str, *args, **kwargs)[source]

	Implementation of version 2.2 of CPE specification.

A CPE Name is a percent-encoded URI with each name
starting with the prefix (the URI scheme name) ‘cpe:’.

Each platform can be broken down into many distinct parts.
A CPE Name specifies a simple part and is used to identify
any platform that matches the description of that part.

The distinct parts are:


	Hardware part: the physical platform supporting the IT system.

	Operating system part: the operating system controls and manages the
IT hardware.

	Application part: software systems, services, servers, and packages
installed on the system.



CPE Name syntax:


cpe:/{part}:{vendor}:{product}:{version}:{update}:{edition}:{language}



	
VERSION = '2.2'

	Version of CPE Name






	
__len__()[source]

	Returns the number of components of CPE Name.





	Returns:	count of components of CPE Name


	Return type:	int










	
static __new__(cpe_str, *args, **kwargs)[source]

	Create a new CPE Name of version 2.2.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string


	Returns:	CPE object of version 2.2 of CPE specification.


	Return type:	CPE2_2










	
as_wfn()[source]

	Returns the CPE Name as WFN string of version 2.3.
Only shows the first seven components.





	Returns:	CPE Name as WFN string


	Return type:	string


	Exception:	TypeError - incompatible version










	
get_attribute_values(att_name)[source]

	Returns the values of attribute “att_name” of CPE Name.
By default a only element in each part.





	Parameters:	att_name (string [http://docs.python.org/library/string.html#module-string]) – Attribute name to get


	Returns:	List of attribute values


	Return type:	list


	Exception:	ValueError - invalid attribute name
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CPE2_3 class


	
class cpe.cpe2_3.CPE2_3(cpe_str, *args, **kwargs)[source]

	Represents a generic CPE name compatible with
all CPE name style of version 2.3 of CPE specification.


	
STYLE = 'undefined'

	Style of CPE name






	
STYLE_FS = 'FS'

	Formatted string style of version 2.3 of CPE specification






	
STYLE_UNDEFINED = 'undefined'

	Style of version 2.3 of CPE specification not set






	
STYLE_URI = 'URI'

	Uniform Resource Identifier(URI) style of version 2.3
of CPE specification






	
STYLE_WFN = 'WFN'

	Well-Formed Name (WFN) style of version 2.3 of CPE specification






	
VERSION = '2.3'

	Version of CPE name






	
static __new__(cpe_str, *args, **kwargs)[source]

	Generator of CPE Names according to version 2.3.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string


	Returns:	CPE object of version 2.3 with style
detected correctly


	Return type:	CPE2_3


	Exception:	NotImplementedError - incorrect CPE Name or
version of CPE not implemented





This class implements the factory pattern, that is,
this class centralizes the creation of objects of a particular
CPE style of version 2.3, hiding the user the requested
object instance.






	
__str__()[source]

	Returns a human-readable representation of CPE Name.





	Returns:	Representation of CPE Name as string


	Return type:	string

















          

      

      

    


    
         Copyright 2013, Roberto Abdelkader Martínez Pérez, Alejandro Galindo García.
      Created using Sphinx 1.2.2.
    

  

    
      Navigation

      
        	
          index

        	
          next |

        	
          previous |

        	CPE v1.1.0 Documentation 

          	Model 

          	CPE hierarchy 
 
      

    


    
      
          
            
  
CPE2_3_URI class


	
class cpe.cpe2_3_uri.CPE2_3_URI(cpe_str, *args, **kwargs)[source]

	Implementation of binding style URI of version 2.3 of CPE specification.

A CPE Name is a percent-encoded URI with each name
starting with the prefix (the URI scheme name) ‘cpe:’.

Each platform can be broken down into many distinct parts.
A CPE Name specifies a simple part and is used to identify
any platform that matches the description of that part.

The distinct parts are:


	Hardware part: the physical platform supporting the IT system.

	Operating system part: the operating system controls and manages
the IT hardware.

	Application part: software systems, services, servers, and packages
installed on the system.



CPE Name syntax:


cpe:/{part}:{vendor}:{product}:{version}:{update}:{edition}:{language}



	
STYLE = 'URI'

	Style of CPE Name






	
__getitem__(i)[source]

	Returns the i’th component name of CPE Name.





	Parameters:	i (int [http://docs.python.org/library/functions.html#int]) – component index to find


	Returns:	component string found


	Return type:	CPEComponent


	Exception:	IndexError - index not found in CPE Name










	
__len__()[source]

	Returns the number of components of CPE Name.





	Returns:	count of components of CPE Name


	Return type:	int










	
static __new__(cpe_str, *args, **kwargs)[source]

	Create a new CPE Name of version 2.3 with URI style.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string


	Returns:	CPE object of version 2.3 of CPE specification with
URI style.


	Return type:	CPE2_3_URI










	
as_wfn()[source]

	Returns the CPE Name as Well-Formed Name string of version 2.3.
If edition component is not packed, only shows the first seven
components, otherwise shows all.





	Returns:	CPE Name as WFN string


	Return type:	string


	Exception:	TypeError - incompatible version










	
get_attribute_values(att_name)[source]

	Returns the values of attribute “att_name” of CPE Name.
By default a only element in each part.





	Parameters:	att_name (string [http://docs.python.org/library/string.html#module-string]) – Attribute name to get


	Returns:	List of attribute values


	Return type:	list


	Exception:	ValueError - invalid attribute name
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CPE2_3_WFN class


	
class cpe.cpe2_3_wfn.CPE2_3_WFN(cpe_str, *args, **kwargs)[source]

	Implementation of WFN of version 2.3 of CPE specification.

A CPE Name is a percent-encoded WFN with each name
starting with the prefix ‘wfn:’.

Each platform can be broken down into many distinct parts.
A CPE Name specifies a simple part and is used to identify
any platform that matches the description of that part.

The distinct parts are:


	Hardware part: the physical platform supporting the IT system.

	Operating system part: the operating system controls and manages the
IT hardware.

	Application part: software systems, services, servers, and packages
installed on the system.



CPE Name syntax: wfn:[a1=v1, a2=v2, …, an=vn]

Only the following attributes SHALL be permitted in a WFN
attribute-value pair:


	part

	vendor

	product

	version

	update

	edition

	language

	sw_edition

	target_sw

	target_hw

	other




	
CPE_PREFIX = 'wfn:['

	Prefix of CPE Name with WFN style






	
CPE_SUFFIX = ']'

	Suffix of CPE Name with WFN style






	
STYLE = 'WFN'

	Style of CPE Name






	
static __new__(cpe_str, *args, **kwargs)[source]

	Create a new CPE Name of version 2.3 with WFN style.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string


	Returns:	CPE object of version 2.3 of CPE specification with
WFN style.


	Return type:	CPE2_3_WFN










	
get_attribute_values(att_name)[source]

	Returns the values of attribute “att_name” of CPE Name.
By default a only element in each part.





	Parameters:	att_name (string [http://docs.python.org/library/string.html#module-string]) – Attribute name to get


	Returns:	List of attribute values


	Return type:	list


	Exception:	ValueError - invalid attribute name
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CPE2_3_FS class


	
class cpe.cpe2_3_fs.CPE2_3_FS(cpe_str, *args, **kwargs)[source]

	Implementation of binding style formatted string of version 2.3
of CPE specification.

Each name starts with the prefix ‘cpe:2.3:’.

Each platform can be broken down into many distinct parts.
A CPE Name specifies a simple part and is used to identify
any platform that matches the description of that part.

The distinct parts are:


	Hardware part: the physical platform supporting the IT system.

	Operating system part: the operating system controls and manages the
IT hardware.

	Application part: software systems, services, servers, and packages
installed on the system.



CPE Name syntax:


cpe:2.3:part:vendor:product:version:update:edition:language:sw_edition:target_sw:target_hw:other



	
STYLE = 'FS'

	Style of CPE Name






	
__len__()[source]

	Returns the number of components of CPE Name. This CPE Name always
have eleven components set.





	Returns:	count of components of CPE Name


	Return type:	int










	
static __new__(cpe_str, *args, **kwargs)[source]

	Create a new CPE Name of version 2.3 with formatted string style.





	Parameters:	cpe_str (string [http://docs.python.org/library/string.html#module-string]) – CPE Name string


	Returns:	CPE object of version 2.3 of CPE specification with
formatted string style.


	Return type:	CPE2_3_FS










	
get_attribute_values(att_name)[source]

	Returns the values of attribute “att_name” of CPE Name.
By default a only element in each part.





	Parameters:	att_name (string [http://docs.python.org/library/string.html#module-string]) – Attribute name to get


	Returns:	List of attribute values


	Return type:	list


	Exception:	ValueError - invalid attribute name
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CPESet hierarchy

This section contains the classes associated with the name matching algorithm of versions of CPE specification implemented in this package.


Class list



	CPESet class

	CPESet1_1 class

	CPESet2_2 class

	CPESet2_3 class








Class diagram

The class diagrams of CPESet hierarchy are available in multiple format: PNG, PDF and PYNS (output format of PyNSource tool). Listed below are the download links of these diagrams and their formats:


	Classes with public and private attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS





	Classes with only public attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS







Next image presents the public attributes and methods of CPESet classes:

[image: ../_images/cpeset_model_public.png]
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CPESet class


	
class cpe.cpeset.CPESet[source]

	Represents a set of CPE Names.

This class allows:



	create a set of CPE Names.

	match a CPE Name against a set of CPE Names.







	
__getitem__(i)[source]

	Returns the i’th CPE Name of set.





	Parameters:	i (int [http://docs.python.org/library/functions.html#int]) – CPE Name index to find


	Returns:	CPE Name found


	Return type:	CPE


	Exception:	IndexError - list index out of range










	
__init__()[source]

	Creates an empty set of CPE Names.





	Returns:	None










	
__len__()[source]

	Returns the count of CPE Names of set.





	Returns:	count of components of CPE Name


	Return type:	int





TEST: empty set

>>> from cpeset1_1 import CPESet1_1
>>> s = CPESet1_1()
>>> len(s)
0










	
__str__()[source]

	Returns a human-readable representation of CPE set.





	Returns:	Representation of CPE set as string


	Return type:	string










	
__weakref__

	list of weak references to the object (if defined)






	
append(cpe)[source]

	Adds a CPE Name to the set if not already.





	Parameters:	cpe (CPE) – CPE Name to store in set


	Returns:	None


	Exception:	NotImplementedError - Method not implemented










	
name_match(cpe)[source]

	Accepts a set of known instances of CPE Names and a candidate CPE Name,
and returns ‘True’ if the candidate can be shown to be
an instance based on the content of the known instances.
Otherwise, it returns ‘False’.





	Parameters:	
	self (CPESet) – A set of m known CPE Names K = {K1, K2, …, Km}.

	cpe (CPE) – A candidate CPE Name X.






	Returns:	True if X matches K, otherwise False.




	Return type:	boolean
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CPESet1_1 class


	
class cpe.cpeset1_1.CPESet1_1[source]

	Represents a set of CPE Names.

This class allows:


	create set of CPE Names.

	match a CPE element against a set of CPE Names.




	
VERSION = '1.1'

	Version of CPE set






	
append(cpe)[source]

	Adds a CPE Name to the set if not already.





	Parameters:	cpe (CPE) – CPE Name to store in set


	Returns:	None


	Exception:	ValueError - invalid version of CPE Name





TEST:

>>> from cpeset1_1 import CPESet1_1
>>> from cpe1_1 import CPE1_1
>>> uri1 = 'cpe://microsoft:windows:xp!vista'
>>> c1 = CPE1_1(uri1)
>>> s = CPESet1_1()
>>> s.append(c1)










	
name_match(cpe)[source]

	Accepts a set of known instances of CPE Names and a candidate CPE Name,
and returns ‘True’ if the candidate can be shown to be
an instance based on the content of the known instances.
Otherwise, it returns ‘False’.





	Parameters:	
	self (CPESet) – A set of m known CPE Names K = {K1, K2, …, Km}.

	cpe (CPE) – A candidate CPE Name X.






	Returns:	True if X matches K, otherwise False.




	Return type:	boolean







TEST: matching with identical CPE in set

>>> from cpe1_1 import CPE1_1
>>> from cpeset1_1 import CPESet1_1
>>> uri1 = 'cpe://microsoft:windows:xp!vista'
>>> uri2 = 'cpe:/cisco::3825;cisco:2:44/cisco:ios:12.3:enterprise'
>>> c1 = CPE1_1(uri1)
>>> c2 = CPE1_1(uri2)
>>> s = CPESet1_1()
>>> s.append(c1)
>>> s.append(c2)
>>> s.name_match(c2)
True
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CPESet2_2 class


	
class cpe.cpeset2_2.CPESet2_2[source]

	Represents a set of CPE Names.

This class allows:


	create set of CPE Names.

	match a CPE element against a set of CPE Names.




	
VERSION = '2.2'

	Version of CPE set






	
append(cpe)[source]

	Adds a CPE Name to the set if not already.





	Parameters:	cpe (CPE) – CPE Name to store in set


	Returns:	None


	Exception:	ValueError - invalid version of CPE Name





TEST:

>>> from cpeset2_2 import CPESet2_2
>>> from cpe2_2 import CPE2_2
>>> uri1 = 'cpe:/h:hp'
>>> c1 = CPE2_2(uri1)
>>> s = CPESet2_2()
>>> s.append(c1)










	
name_match(cpe)[source]

	Accepts a set of known instances of CPE Names and a candidate CPE Name,
and returns ‘True’ if the candidate can be shown to be
an instance based on the content of the known instances.
Otherwise, it returns ‘False’.





	Parameters:	
	self (CPESet) – A set of m known CPE Names K = {K1, K2, …, Km}.

	cpe (CPE) – A candidate CPE Name X.






	Returns:	True if X matches K, otherwise False.




	Return type:	boolean







TEST: matching with ANY values explicit

>>> from cpe2_2 import CPE2_2
>>> uri1 = 'cpe:/o:microsoft:windows:vista'
>>> uri2 = 'cpe:/o:cisco:ios:12.3:enterprise'
>>> c1 = CPE2_2(uri1)
>>> c2 = CPE2_2(uri2)
>>> s = CPESet2_2()
>>> s.append(c1)
>>> s.append(c2)
>>> uri3 = 'cpe:/o:microsoft::vista'
>>> c3 = CPE2_2(uri3)
>>> s.name_match(c3)
True
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CPESet2_3 class


	
class cpe.cpeset2_3.CPESet2_3[source]

	Represents a set of CPEs.

This class allows:


	create set of CPE elements.

	match a CPE element against a set of CPE elements.




	
append(cpe)[source]

	Adds a CPE element to the set if not already.
Only WFN CPE Names are valid, so this function converts the input CPE
object of version 2.3 to WFN style.





	Parameters:	cpe (CPE) – CPE Name to store in set


	Returns:	None


	Exception:	ValueError - invalid version of CPE Name










	
classmethod compare_wfns(source, target)[source]

	Compares two WFNs and returns a generator of pairwise attribute-value
comparison results. It provides full access to the individual
comparison results to enable use-case specific implementations
of novel name-comparison algorithms.

Compare each attribute of the Source WFN to the Target WFN:





	Parameters:	
	source (CPE2_3_WFN) – first WFN CPE Name

	target (CPE2_3_WFN) – seconds WFN CPE Name






	Returns:	generator of pairwise attribute comparison results




	Return type:	generator












	
classmethod cpe_disjoint(source, target)[source]

	Compares two WFNs and returns True if the set-theoretic relation
between the names is DISJOINT.





	Parameters:	
	source (CPE2_3_WFN) – first WFN CPE Name

	target (CPE2_3_WFN) – seconds WFN CPE Name






	Returns:	True if the set relation between source and target
is DISJOINT, otherwise False.




	Return type:	boolean












	
classmethod cpe_equal(source, target)[source]

	Compares two WFNs and returns True if the set-theoretic relation
between the names is EQUAL.





	Parameters:	
	source (CPE2_3_WFN) – first WFN CPE Name

	target (CPE2_3_WFN) – seconds WFN CPE Name






	Returns:	True if the set relation between source and target
is EQUAL, otherwise False.




	Return type:	boolean












	
classmethod cpe_subset(source, target)[source]

	Compares two WFNs and returns True if the set-theoretic relation
between the names is (non-proper) SUBSET.





	Parameters:	
	source (CPE2_3_WFN) – first WFN CPE Name

	target (CPE2_3_WFN) – seconds WFN CPE Name






	Returns:	True if the set relation between source and target
is SUBSET, otherwise False.




	Return type:	boolean












	
classmethod cpe_superset(source, target)[source]

	Compares two WFNs and returns True if the set-theoretic relation
between the names is (non-proper) SUPERSET.





	Parameters:	
	source (CPE2_3_WFN) – first WFN CPE Name

	target (CPE2_3_WFN) – seconds WFN CPE Name






	Returns:	True if the set relation between source and target
is SUPERSET, otherwise False.




	Return type:	boolean












	
name_match(wfn)[source]

	Accepts a set of CPE Names K and a candidate CPE Name X. It returns
‘True’ if X matches any member of K, and ‘False’ otherwise.





	Parameters:	
	self (CPESet) – A set of m known CPE Names K = {K1, K2, …, Km}.

	cpe (CPE) – A candidate CPE Name X.






	Returns:	True if X matches K, otherwise False.




	Return type:	boolean
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CPELanguage hierarchy

This section contains the classes associated with the language matching algorithm of versions of CPE specification implemented in this package.


Class list



	CPELanguage class

	CPELanguage2_2 class

	CPELanguage2_3 class








Class diagram

The class diagrams of CPELanguage hierarchy are available in multiple format: PNG, PDF and PYNS (output format of PyNSource tool). Listed below are the download links of these diagrams and their formats:


	Classes with public and private attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS





	Classes with only public attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS







Next image presents the public attributes and methods of CPELanguage classes:

[image: ../_images/cpelang_model_public.png]
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CPELanguage class


	
class cpe.cpelang.CPELanguage(expression, isFile=False)[source]

	Represents an expression in the CPE Language.

This class allows match a CPE element against an expression
in the CPE Language, that is, a XML document format for
binding descriptive prose and diagnostic test to a CPE Name
(CPE Description Format).


	
__init__(expression, isFile=False)[source]

	Create an object that contains the input expression in
the CPE Language (a set of CPE Names) and
the DOM tree asociated with expression.





	Parameters:	
	expression (string [http://docs.python.org/library/string.html#module-string]) – XML content in string or a path to XML file

	isFile (strint) – indicates whether expression is a XML file or
XML content string






	Returns:	None












	
__str__()[source]

	Returns a human-readable representation of CPE Language expression.





	Returns:	Representation of CPE Language expression as string


	Return type:	string










	
__weakref__

	list of weak references to the object (if defined)






	
language_match(cpeset, cpel_dom=None)[source]

	Accepts a set of known CPE Names and an expression in the CPE language,
and delivers the answer True if the expression matches with the set.
Otherwise, it returns False.





	Parameters:	
	self (CPELanguage) – An expression in the CPE Language,
represented as the XML infoset for the platform element.

	cpeset (CPESet) – CPE set object to match with self expression.

	cpel_dom (string [http://docs.python.org/library/string.html#module-string]) – An expression in the CPE Language,
represented as DOM tree.






	Returns:	True if self expression can be satisfied by language matching
against cpeset, False otherwise.




	Return type:	boolean




	Exception:	NotImplementedError - Method not implemented
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CPELanguage2_2 class


	
class cpe.cpelang2_2.CPELanguage2_2(expression, isFile=False)[source]

	Represents an expression in the CPE Language.

This class allows match a CPE element against an expression
in the CPE Language, that is, a XML document format for
binding descriptive prose and diagnostic test to a CPE name
(CPE Description Format).


	
VERSION = '2.2'

	Version of CPE Language






	
language_match(cpeset, cpel_dom=None)[source]

	Accepts a set of known CPE Names and an expression in the CPE language,
and delivers the answer True if the expression matches with the set.
Otherwise, it returns False.





	Parameters:	
	self (CPELanguage) – An expression in the CPE Applicability
Language, represented as the XML infoset for the platform element.

	cpeset (CPESet) – CPE set object to match with self expression.

	cpel_dom (string [http://docs.python.org/library/string.html#module-string]) – An expression in the CPE Applicability
Language, represented as DOM tree.






	Returns:	True if self expression can be satisfied by language matching
against cpeset, False otherwise.




	Return type:	boolean
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CPELanguage2_3 class


	
class cpe.cpelang2_3.CPELanguage2_3(expression, isFile=False)[source]

	Represents an expression in the CPE Language.

This class allows match a CPE element against an expression
in the CPE Language, that is, a XML document format for binding
descriptive prose and diagnostic test to a CPE name
(CPE Description Format).


	
VERSION = '2.3'

	Version of CPE Language






	
language_match(cpeset, cpel_dom=None)[source]

	Accepts a set of known CPE Names and an expression in the CPE language,
and delivers the answer True if the expression matches with the set.
Otherwise, it returns False.





	Parameters:	
	self (CPELanguage) – An expression in the CPE Applicability
Language, represented as the XML infoset for the platform element.

	cpeset (CPESet) – CPE set object to match with self expression.

	cpel_dom (string [http://docs.python.org/library/string.html#module-string]) – An expression in the CPE Applicability
Language, represented as DOM tree.






	Returns:	True if self expression can be satisfied by language matching
against cpeset, False otherwise.




	Return type:	boolean
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CPEComponent hierarchy

This section contains the classes associated with the types of components of versions of CPE Names implemented in this package: logical and simple.


Class list

The generic component class is:



	CPEComponent class





The logical components classes are:



	CPEComponentLogical class

	CPEComponentAnyValue class

	CPEComponentEmpty class

	CPEComponentNotApplicable class

	CPEComponentUndefined class





The simple components classes are:



	CPEComponentSimple class

	CPEComponent1_1 class

	CPEComponent2_2 class

	CPEComponent2_3 class

	CPEComponent2_3_URI class

	CPEComponent2_3_edpacked class

	CPEComponent2_3_WFN class

	CPEComponent2_3_FS class








Class diagram

The class diagrams of CPE component hierarchy are available in multiple format: PNG, PDF and PYNS (output format of PyNSource tool). Listed below are the download links of these diagrams and their formats:


	Classes with public and private attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS





	Classes with only public attributes and methods:
	Formato PNG

	Formato PDF

	Formato PYNS







Next image presents the public attributes and methods of CPE component classes:

[image: ../_images/cpecomp_model_public.png]
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CPEComponent class


	
class cpe.comp.cpecomp.CPEComponent(comp_str)[source]

	Represents a generic component of CPE Name,
compatible with the components of all versions of CPE specification.


	
ATT_EDITION = 'edition'

	Edition attribute of CPE Name that captures the edition-related terms
applied by the vendor to the product






	
ATT_LANGUAGE = 'language'

	Language attribute of CPE Name that defines the language supported
in the user interface of the product being described






	
ATT_OTHER = 'other'

	Other attribute of version 2.3 of CPE Name that capture any other
general descriptive or identifying information which is vendor-
or product-specific and which does not logically fit in any other
attribute value






	
ATT_PART = 'part'

	Part attribute of CPE Name that indicates the type of system
associated with the product






	
ATT_PRODUCT = 'product'

	Product attribute of CPE Name that describes or identify the most common
and recognizable title or name of the product






	
ATT_SW_EDITION = 'sw_edition'

	SW_edition attribute of version 2.3 of CPE Name that characterizes
how the product is tailored to a particular market or class of
end users






	
ATT_TARGET_HW = 'target_hw'

	Target_HW attribute of version 2.3 of CPE Name that characterizes the
instruction set architecture (e.g., x86) on which the product being
described or identified by the WFN operates






	
ATT_TARGET_SW = 'target_sw'

	Target_SW attribute of version 2.3 of CPE Name that characterizes the
software computing environment within which the product operates






	
ATT_UPDATE = 'update'

	Version attribute of CPE Name that indicates vendor-specific
alphanumeric strings characterizing the particular update,
service pack, or point release of the product






	
ATT_VENDOR = 'vendor'

	Vendor attribute of CPE Name that describes or identify the person or
organization that manufactured or created the product






	
ATT_VERSION = 'version'

	Version attribute of CPE Name that indicates vendor-specific
alphanumeric strings characterizing the particular release version
of the product






	
COMP_1_1 = '1.1'

	Version 1.1 of CPE component






	
COMP_2_2 = '2.2'

	Version 2.2 of CPE component






	
COMP_2_3_FS = '2.3_fs'

	Version 2.3 with formatted string style of CPE component






	
COMP_2_3_URI = '2.3_uri'

	Version 2.3 with URI style of CPE component






	
COMP_2_3_WFN = '2.3_wfn'

	Version 2.3 with WFN style of CPE component






	
CPE_COMP_KEYS = ('part', 'vendor', 'product', 'version', 'update', 'edition', 'language')

	List of attribute names associated with CPE Name components
(versions 1.1 and 2.2 of CPE specification)






	
CPE_COMP_KEYS_EXTENDED = ('part', 'vendor', 'product', 'version', 'update', 'edition', 'language', 'sw_edition', 'target_sw', 'target_hw', 'other')

	List of attribute names associated with CPE Name components
of version 2.3






	
SYSTEM_VALUES = ('h', 'o', 'a', 'u')

	Possible values of a type of system in CPE specification:
hardware, operating system, software and undefined






	
VALUE_PART_APP = 'a'

	Value of part attribute associated with an application






	
VALUE_PART_HW = 'h'

	Value of part attribute associated with a hardware system






	
VALUE_PART_OS = 'o'

	Value of part attribute associated with an operating system






	
VALUE_PART_UNDEFINED = 'u'

	Value of part attribute that indicates a CPE Name with
undefined type of system






	
__contains__(item)[source]

	Returns True if item is included in set of values of self.





	Parameters:	item (CPEComponent) – component to find in self


	Returns:	True if item is included in set of self, otherwise False


	Return type:	boolean










	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other == self, False otherwise


	Return type:	boolean










	
__init__(comp_str)[source]

	Store the value of component.





	Parameters:	comp_str (string [http://docs.python.org/library/string.html#module-string]) – value of component value


	Returns:	None










	
__ne__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are not equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other != self, False otherwise


	Return type:	boolean










	
__repr__()[source]

	Returns a unambiguous representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string










	
__weakref__

	list of weak references to the object (if defined)






	
classmethod is_valid_attribute(att_name)[source]

	Check if input attribute name is correct.





	Parameters:	att_name (string [http://docs.python.org/library/string.html#module-string]) – attribute name to check


	Returns:	True is attribute name is valid, otherwise False


	Return type:	boolean





TEST: a wrong attribute

>>> from cpecomp import CPEComponent
>>> att = CPEComponent.ATT_PRODUCT
>>> CPEComponent.is_valid_attribute(att)
True










	
ordered_comp_parts = {0: 'part', 1: 'vendor', 2: 'product', 3: 'version', 4: 'update', 5: 'edition', 6: 'language', 7: 'sw_edition', 8: 'target_sw', 9: 'target_hw', 10: 'other'}

	Order of attributes of CPE Name components
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CPEComponentLogical class


	
class cpe.comp.cpecomp_logical.CPEComponentLogical(comp_str)[source]

	Represents a generic logical component of CPE name,
compatible with the components of all versions of CPE specification.


	
__contains__(item)[source]

	Returns True if item is included in set of values of self.





	Parameters:	item (CPEComponent) – component to find in self


	Returns:	True if item is included in set of self


	Return type:	boolean










	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other == self, False otherwise


	Return type:	boolean


	Exception:	NotImplementedError - class method not implemented










	
__str__()[source]

	Returns a human-readable representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string


	Exception:	NotImplementedError - class method not implemented
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CPEComponentAnyValue class


	
class cpe.comp.cpecomp_anyvalue.CPEComponentAnyValue[source]

	Represents a component of CPE name without a particular value,
compatible with the components of all versions of CPE specification.

For example, in version 2.3 of CPE specification, an component “any value”
is other attribute in CPE name
cpe:2.3:a:microsft:windows:xp:*:*:*:*:*:*:*.


	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other == self, False otherwise


	Return type:	boolean










	
__init__()[source]

	Initializes the component.






	
__str__()[source]

	Returns a human-readable representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string
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CPEComponentEmpty class


	
class cpe.comp.cpecomp_empty.CPEComponentEmpty[source]

	Represents an empty component of CPE name,
compatible with the components of all versions of CPE specification.

For example, in version 1.1 of CPE specification, an empty component
is version attribute in CPE name cpe:/microsft:windows::sp2.


	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other == self, False otherwise


	Return type:	boolean










	
__init__()[source]

	Initializes the component.






	
__str__()[source]

	Returns a human-readable representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string
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CPEComponentNotApplicable class


	
class cpe.comp.cpecomp_notapplicable.CPEComponentNotApplicable[source]

	Represents a component of CPE name with a not applicable value,
compatible with the components of all versions of CPE specification.

For example, in version 2.3 of CPE specification, an component “not
applicable” is update attribute in CPE name cpe:/a:microsft:windows:me:-.


	
__contains__(item)[source]

	Returns True if item is included in set of values of self.





	Parameters:	item (CPEComponent) – component to find in self


	Returns:	True if item is included in set of self


	Return type:	boolean










	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other == self, False otherwise


	Return type:	boolean










	
__init__()[source]

	Initializes the component.






	
__str__()[source]

	Returns a human-readable representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string
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CPEComponentUndefined class


	
class cpe.comp.cpecomp_undefined.CPEComponentUndefined[source]

	Represents an undefined component of CPE name,
compatible with the components of all versions of CPE specification.

For example, in version 1.1 of CPE specification, an undefined component
is edition attribute in CPE name cpe:/microsft:windows:xp.


	
__contains__(item)[source]

	Returns True if item is included in set of values of self.





	Parameters:	item (CPEComponent) – component to find in self


	Returns:	True if item is included in set of self


	Return type:	boolean










	
__eq__(other)[source]

	Returns True if other (first element of operation) and
self (second element of operation) are equal components,
false otherwise.





	Parameters:	other (CPEComponent) – component to compare


	Returns:	True if other == self, False otherwise










	
__init__()[source]

	Initializes the component.






	
__str__()[source]

	Returns a human-readable representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string
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CPEComponentSimple class


	
class cpe.comp.cpecomp_simple.CPEComponentSimple(comp_str, comp_att)[source]

	Represents a generic string component of CPE name,
compatible with the components of all versions of CPE specification.


	
__init__(comp_str, comp_att)[source]

	Store the value of component.





	Parameters:	
	comp_str (string [http://docs.python.org/library/string.html#module-string]) – value of component value

	comp_att (string [http://docs.python.org/library/string.html#module-string]) – attribute associated with component value






	Returns:	None




	Exception:	ValueError - incorrect value of component












	
__str__()[source]

	Returns a human-readable representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string










	
as_fs()[source]

	Returns the value of component encoded as formatted string.

Inspect each character in value of component.
Certain nonalpha characters pass thru without escaping
into the result, but most retain escaping.





	Returns:	Formatted string associated with component


	Return type:	string










	
as_uri_2_3()[source]

	Returns the value of component encoded as URI string.

Scans an input string s and applies the following transformations:


	Pass alphanumeric characters thru untouched

	Percent-encode quoted non-alphanumerics as needed

	Unquoted special characters are mapped to their special forms.







	Returns:	URI string associated with component


	Return type:	string










	
as_wfn()[source]

	Returns the value of component encoded as Well-Formed Name (WFN)
string.





	Returns:	WFN string associated with component


	Return type:	string










	
get_value()[source]

	Returns the encoded value of component.





	Returns:	The encoded value of component


	Return type:	string










	
set_value(comp_str, comp_att)[source]

	Set the value of component. By default, the component has a simple
value.





	Parameters:	
	comp_str (string [http://docs.python.org/library/string.html#module-string]) – new value of component

	comp_att (string [http://docs.python.org/library/string.html#module-string]) – attribute associated with value of component






	Returns:	None




	Exception:	ValueError - incorrect value of component












	
spechar_to_pce = {'!': '%21', '#': '%23', '"': '%22', '%': '%25', '$': '%24', "'": '%27', '&': '%26', ')': '%29', '(': '%28', '+': '%2b', '*': '%2a', ',': '%2c', '/': '%2f', ';': '%3b', ':': '%3a', '=': '%3d', '<': '%3c', '?': '%3f', '>': '%3e', '@': '%40', '[': '%5b', ']': '%5d', '\\': '%5c', '^': '%5e', '`': '%60', '{': '%7b', '}': '%7d', '|': '%7c', '~': '%7e'}

	Characters to convert to percent-encoded characters when converts
WFN to URI
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CPEComponent1_1 class


	
class cpe.comp.cpecomp1_1.CPEComponent1_1(comp_str, comp_att)[source]

	Represents a component of version 1.1 of CPE specification.

TEST: simple value

>>> value = "microsoft"
>>> comp = CPEComponent1_1(value, CPEComponentSimple.ATT_VENDOR)






	
NON_STANDARD_VALUES = ['.', '-', ',', '(', ')', '@', '#']

	Characters of version 1.1 of CPE name to convert
to standard value (WFN value)






	
SEPARATOR_COMP = ':'

	Separator of components of CPE name with URI style






	
VALUE_EMPTY = ''

	Logical value associated with a component without value set






	
VALUE_UNDEFINED = None

	Logical value associated with a undefined component of CPE Name






	
__contains__(item)[source]

	Returns True if item is included in set of values of self.

Comparatives in name matching of version 1.1 of CPE:


c = self._standard_value

d = item._standard_value




IF c is empty THEN match True.

ELSE IF c is a singleton AND c = d THEN match True.

ELSE IF c has form ~v AND v != d THEN match True.

ELSE IF c has form v1!v2!..!vn AND v = d for some v THEN match True.

ENDIF.







	Parameters:	item (CPEComponent) – component to find in self


	Returns:	True if item is included in set of self


	Return type:	boolean





TEST: two different simple values

>>> comp1 = CPEComponent1_1('5.0', CPEComponentSimple.ATT_VERSION)
>>> comp2 = CPEComponent1_1('9.0', CPEComponentSimple.ATT_VERSION)
>>> comp1 in comp2
False










	
__repr__()[source]

	Returns a unambiguous representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string










	
as_fs()[source]

	Returns the value of compoment encoded as formatted string.

Inspect each character in value of component.
Certain nonalpha characters pass thru without escaping
into the result, but most retain escaping.





	Returns:	Formatted string associated with the component


	Return type:	string





TEST:

>>> val = 'xp!vista'
>>> comp1 = CPEComponent1_1(val, CPEComponentSimple.ATT_VERSION)
>>> comp1.as_fs()
'xp\\!vista'










	
as_uri_2_3()[source]

	Returns the value of compoment encoded as URI string.

Scans an input string s and applies the following transformations:


	Pass alphanumeric characters thru untouched

	Percent-encode quoted non-alphanumerics as needed

	Unquoted special characters are mapped to their special forms.







	Returns:	URI string


	Return type:	string





TEST:

>>> val = '#nvidi@'
>>> comp1 = CPEComponent1_1(val, CPEComponentSimple.ATT_VENDOR)
>>> comp1.as_uri_2_3()
'%23nvidi%40'










	
as_wfn()[source]

	Returns the value of compoment encoded as Well-Formed Name (WFN)
string.





	Returns:	WFN string


	Return type:	string





TEST:

>>> val = 'xp!vista'
>>> comp1 = CPEComponent1_1(val, CPEComponentSimple.ATT_VERSION)
>>> comp1.as_wfn()
'xp\\!vista'










	
set_value(comp_str, comp_att)[source]

	Set the value of component. By default, the component has a simple
value.





	Parameters:	comp_att (string [http://docs.python.org/library/string.html#module-string]) – attribute associated with value of component


	Returns:	None


	Exception:	ValueError - incorrect value of component





TEST:

>>> val = 'xp!vista'
>>> val2 = 'sp2'
>>> att = CPEComponentSimple.ATT_VERSION
>>> comp1 = CPEComponent1_1(val, att)
>>> comp1.set_value(val2, att)
>>> comp1.get_value()
'sp2'
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CPEComponent2_2 class


	
class cpe.comp.cpecomp2_2.CPEComponent2_2(comp_str, comp_att)[source]

	Represents a component of version 2.2 of CPE specification.

TEST: simple value

>>> value = "microsoft"
>>> comp = CPEComponent2_2(value, CPEComponentSimple.ATT_VENDOR)






	
NON_STANDARD_VALUES = ['.', '-', '~', '%']

	Characters of version 2.2 of CPE name to convert
to standard value (WFN value)






	
SEPARATOR_COMP = ':'

	Separator of components of CPE name with URI style






	
VALUE_EMPTY = ''

	Logical value associated with a component without value set






	
VALUE_UNDEFINED = None

	Logical value associated with a undefined component of CPE Name






	
__repr__()[source]

	Returns a unambiguous representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string
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CPEComponent2_3 class


	
class cpe.comp.cpecomp2_3.CPEComponent2_3(comp_str, comp_att)[source]

	Represents a component of version 2.3 of CPE specification.


	
__repr__()[source]

	Returns a unambiguous representation of CPE component.





	Returns:	Representation of CPE component as string


	Return type:	string
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CPEComponent2_3_URI class


	
class cpe.comp.cpecomp2_3_uri.CPEComponent2_3_URI(comp_str, comp_att)[source]

	Represents a component of version 2.3 of CPE specification with URI style.


	
SEPARATOR_COMP = ':'

	Separator of components of CPE name with URI style






	
SEPARATOR_LANG = '-'

	Separator of language parts: language and region






	
SEPARATOR_PACKED_EDITION = '~'

	Separator of edition part components in CPE uri






	
VALUE_ANY = ''

	Logical value associated with a any value logical value






	
VALUE_EMPTY = ''

	Logical value associated with a component without value






	
VALUE_NA = '-'

	Logical value associated with a not applicable logical value






	
VALUE_UNDEFINED = None

	Logical value associated with a undefined component






	
WILDCARD_MULTI = '%02'

	Constant associated with wildcard to indicate a sequence of characters






	
WILDCARD_ONE = '%01'

	Constant associated with wildcard to indicate a character






	
char_to_pce = {'!': '%21', '#': '%23', '"': '%22', '%': '%25', '$': '%24', "'": '%27', '&': '%26', ')': '%29', '(': '%28', '+': '%2b', '*': '%2a', ',': '%2c', '/': '%2f', ';': '%3b', ':': '%3a', '=': '%3d', '<': '%3c', '?': '%3f', '>': '%3e', '@': '%40', '[': '%5b', ']': '%5d', '\\': '%5c', '^': '%5e', '`': '%60', '{': '%7b', '}': '%7d', '|': '%7c', '~': '%7e'}

	Characters to convert to percent-encoded characters






	
pce_char_to_decode = {'%7e': '\\~', '%7d': '\\}', '%24': '\\$', '%25': '\\%', '%26': '\\&', '%27': "\\'", '%21': '\\!', '%22': '\\"', '%23': '\\#', '%5e': '\\^', '%5d': '\\]', '%28': '\\(', '%29': '\\)', '%5c': '\\\\', '%5b': '\\[', '%3f': '\\?', '%3e': '\\>', '%3d': '\\=', '%3c': '\\<', '%3b': '\\;', '%3a': '\\:', '%60': '\\`', '%7b': '\\{', '%40': '\\@', '%7c': '\\|', '%2f': '\\/', '%2a': '\\*', '%2b': '\\+', '%2c': '\\,'}

	Percent-encoded characters to decode
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CPEComponent2_3_edpacked class


	
class cpe.comp.cpecomp2_3_uri_edpacked.CPEComponent2_3_URI_edpacked(comp_str)[source]

	Represents a packd edition component of version 2.3 of CPE
specification with URI style.


	
SEPARATOR_COMP = '~'

	Separator of components of an edition attribute packed






	
__init__(comp_str)[source]

	Store the value of component.





	Parameters:	comp_str (string [http://docs.python.org/library/string.html#module-string]) – value of component value


	Returns:	None


	Exception:	ValueError - incorrect value of component










	
set_value(comp_str)[source]

	Set the value of component.





	Parameters:	comp_str (string [http://docs.python.org/library/string.html#module-string]) – value of component


	Returns:	None


	Exception:	ValueError - incorrect value of component
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CPEComponent2_3_WFN class


	
class cpe.comp.cpecomp2_3_wfn.CPEComponent2_3_WFN(comp_str, comp_att)[source]

	Represents a component of version 2.3 of CPE specification with WFN style.


	
SEPARATOR_COMP = ', '

	Separator of components of CPE name with URI style






	
SEPARATOR_LANG = '\\-'

	Separator of language parts: language and region






	
SEPARATOR_PAIR = '='

	Separator of attribute and value in pairs of component






	
VALUE_ANY = 'ANY'

	Logical value associated with a any value logical value






	
VALUE_NA = 'NA'

	Logical value associated with a not applicable logical value






	
WILDCARD_MULTI = '*'

	Constant associated with wildcard to indicate a sequence of characters






	
WILDCARD_ONE = '?'

	Constant associated with wildcard to indicate a character






	
get_value()[source]

	Returns the encoded value of component.





	Returns:	encoded value of component


	Return type:	string










	
set_value(comp_str, comp_att)[source]

	Set the value of component.





	Parameters:	
	comp_str (string [http://docs.python.org/library/string.html#module-string]) – value of component

	comp_att (string [http://docs.python.org/library/string.html#module-string]) – attribute associated with comp_str






	Returns:	None




	Exception:	ValueError - incorrect value of component



















          

      

      

    


    
         Copyright 2013, Roberto Abdelkader Martínez Pérez, Alejandro Galindo García.
      Created using Sphinx 1.2.2.
    

  

    
      Navigation

      
        	
          index

        	
          next |

        	
          previous |

        	CPE v1.1.0 Documentation 

          	Model 

          	CPEComponent hierarchy 
 
      

    


    
      
          
            
  
CPEComponent2_3_FS class


	
class cpe.comp.cpecomp2_3_fs.CPEComponent2_3_FS(comp_str, comp_att)[source]

	Represents a component of version 2.3 of CPE specification with URI style.


	
SEPARATOR_COMP = ':'

	Separator of components of CPE name with URI style






	
SEPARATOR_LANG = '-'

	Separator of language parts: language and region






	
VALUE_ANY = '*'

	Logical value associated with a any value logical value






	
VALUE_NA = '-'

	Logical value associated with a not applicable logical value






	
WILDCARD_MULTI = '*'

	Constant associated with wildcard to indicate a sequence of characters






	
WILDCARD_ONE = '?'

	Constant associated with wildcard to indicate a character
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Installation

Install the package using pip:

pip install cpe





or execute the setup.py file in package:

python setup.py install
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Usage examples

This section explains with several examples how to use this package to create both CPE Names and platforms in a particular version of CPE specification.


Naming

To create a new CPE Name, the cpe package provides a generating class of CPE objects called CPE. It implements the factory pattern and receive two parameters: version of CPE specification and URI associated with CPE Name. Also, it is possible create a instance of a particular version of CPE Name directly using the class associated with the version.

In the following example, some CPE Names of different versions of CPE specification are created:


	Imports the class:

>>> from cpe import CPE







	Creates a CPE Name of version 1.1 with an operating system and an application parts, without setting the version directly (auto version):

>>> str11 = 'cpe://redhat:enterprise_linux:3:as/apache:httpd:2.0.52'
>>> c11 = CPE(str11)







	Creates a CPE Name of version 2.2 with an operating system where the version is set (manual version):

>>> str22 = 'cpe:/o:redhat:enterprise_linux:4:update4'
>>> c22 = CPE(str22, CPE.VERSION_2_2)







	Creates a CPE Name of version 2.3 (URI style) with an application system where the value of edition component is packed:

>>> str23_uri = 'cpe:/a:hp:insight_diagnostics:8::~~online~win2003~x64~'
>>> c23_uri = CPE(str23_uri)







	Creates a CPE Name of version 2.3 (WFN style) with an application system where some values have wildcards:

>>> str23_wfn = 'wfn:[part="a", vendor="hp", product="?insight_diagnostics?", version="8\.*", target_sw=ANY, target_hw="x32"]'
>>> c23_wfn = CPE(str23_wfn)







	Creates a CPE Name of version 2.3 (formatted string style) with a hardware system:

>>> str23_fs = 'cpe:2.3:h:cisco:ios:12.3:enterprise:*:*:*:*:*:*'
>>> c23_fs = CPE(str23_fs)









The cpe package provides methods to get the value of components of a CPE Name (these functions always return a string list) and identify the type of system associated with it (hardware, operating system or application):

>>> c11.get_product()                   # Compound product attribute (v1.1)
['enterprise_linux', 'httpd']
>>> c22.get_update()                    # Simple Update attribute (v2.2)
['update4']
>>> c23_uri.get_target_hardware()       # Simple Target_hw attribute (v2.3, URI style)
['x64']
>>> c23_wfn.get_target_hardware()       # Simple Target_hw attribute (v2.3, WFN style)
['"x32"']
>>> c23_wfn.get_target_software()       # Target_sw attribute with logical value(v2.3, WFN style)
['ANY']
>>> c23_fs.is_hardware()                # Type of system (v2.3, formatted string style)
True





Finally, the cpe package contains methods to convert any CPE Name defined under a particular style (URI version 2.3, WFN or formatted string) in other different styles:

>>> c22.as_wfn()
'wfn:[part="o", vendor="redhat", product="enterprise_linux", version="4", update="update4"]'
>>> c23_uri.as_uri_2_3()
'cpe:/a:hp:insight_diagnostics:8::~~online~win2003~x64~'
>>> c23_wfn.as_fs()
'cpe:2.3:a:hp:?insight_diagnostics?:8.*:*:*:*:*:*:x32:*'








Name matching

To create a set of CPE Name the package cpe provides the CPESetX_Y class, where X_Y is the target version of CPE specification. The name_match function of set allows do the name matching of CPE specification.

In the following example, a set of CPE Names of version 2.2 is created and the name matching is realized:


	Imports the classes of version:

>>> from cpe.cpe2_2 import CPE2_2
>>> from cpe.cpeset2_2 import CPESet2_2







	Creates the CPE Names of target system:

>>> c1 = CPE2_2('cpe:/o:microsoft:windows_2000::sp3:pro')
>>> c2 = CPE2_2('cpe:/a:microsoft:ie:5.5')







	Creates a set that contains the above CPE Names (known instances): K = {“cpe:/o:microsoft:windows_2000::sp3:pro”, “cpe:/a:microsoft:ie:5.5”}:

>>> K = CPESet2_2()
>>> K.append(c1)
>>> K.append(c2)







	Create the candidate CPE Name. It represents a rule in a security guidance checklist describes some settings to check on a system running Microsoft Windows 2000: X = “cpe:/o:microsoft:windows_2000”:

>>> X = CPE2_2('cpe:/o:microsoft:windows_2000')







	Does the name matching:

>>> K.name_match(X)
True









There are three components in X: C1=o, C2=microsoft, C3=windows_2000. Each component matches the corresponding component of the first CPE Name in K. So, the algorithm returns true and the rule can be applied to the target system.




Language matching

To create an expression of CPE Language the cpe package provides the CPELanguageX_Y class, where X_Y is the version of CPE specification used. The language_match function of class allows do the language matching of CPE specification.

In the following example, an expression of CPE Language of version 2.2 is created and the language matching is done:


	Imports the classes of version:

>>> from cpe import CPE
>>> from cpe.cpeset2_2 import CPESet2_2
>>> from cpe.cpelang2_2 import CPELanguage2_2







	Creates the CPE Names of target system:

>>> c1 = CPE('cpe:/o:sun:solaris:5.9:::en-us', CPE.VERSION_2_2)
>>> c2 = CPE('cpe:/a:bea:weblogic:8.1', CPE.VERSION_2_2)







	Creates a set that contains the above CPE Names (known instances): K = {“cpe:/o:sun:sunos:5.9:::en-us”, “cpe:/a:bea:weblogic:8.1”}:

>>> K = CPESet2_2()
>>> K.append(c1)
>>> K.append(c2)







	Creates the expression in XML of candidate CPE Language statement:


	X = <cpe:platform id=”123”>

	
<cpe:title>Sun Solaris 5.8 or 5.9 with BEA Weblogic 8.1 installed</cpe:title>

<cpe:logical-test operator=”AND” negate=”FALSE”>


<cpe:logical-test operator=”OR” negate=”FALSE”>


<cpe:fact-ref name=”cpe:/o:sun:solaris:5.8” />

<cpe:fact-ref name=”cpe:/o:sun:solaris:5.9” />




</cpe:logical-test>

<cpe:fact-ref name=”cpe:/a:bea:weblogic:8.1” />




</cpe:logical-test>




</cpe:platform>





>>> It is necessary specify the "cpe:platform-specification" tag
>>> document = '''<?xml version="1.0" encoding="UTF-8"?><cpe:platform-specification xmlns:cpe="http://cpe.mitre.org/language/2.0"><cpe:platform id="123"><cpe:title>Sun Solaris 5.8 or 5.9 with BEA Weblogic 8.1 installed</cpe:title><cpe:logical-test operator="AND" negate="FALSE"><cpe:logical-test operator="OR" negate="FALSE"><cpe:fact-ref name="cpe:/o:sun:solaris:5.8" /><cpe:fact-ref name="cpe:/o:sun:solaris:5.9" /></cpe:logical-test><cpe:fact-ref name="cpe:/a:bea:weblogic:8.1" /></cpe:logical-test></cpe:platform></cpe:platform-specification>'''







	Does the language matching:

>>> X = CPELanguage2_2(document)
>>> X.language_match(K)
True
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Important issues


	The auto version classes receive an CPE Name and try to find out what version is associated.

	The functions to get the values of attributes of a CPE Name always return a list of string. That is so because the attributes of version 1.1 of CPE specification can be linked with several system and elements. For example, the attribute vendor in CPE Name cpe://sun:sunos:5.9/bea:weblogic:8.1;mysql:server:5.0 get three values: sun, bea and mysql.

	The not logical values of the attributes in version 2.3 of CPE specification always start and end with double quotes. For example, the value of attribute product in CPE Name wfn:[part=”a”, vendor=”microsoft”, product=”internet_explorer”, version=”8”, update=”beta”] is “internet_explorer”, not internet_explorer without double quotes.

	Some CPE Names of version 1.1 with several systems or elements defined cannot convert into other CPE versions, for example, the CPE Name cpe://sun:sunos:5.9/bea:weblogic:8.1;mysql:server:5.0

	Comparing a CPE Name of version 1.1 with others, if versions are incompatible, then the return value is False instead of raising an exception.

	The methods ovalcheck() and ocilcheck() of CPELanguage2_3 class is not implemented.

	The language attribute of CPE Names only allow the normal language tags according to the shortest ISO 639 code in language part and the ISO 3166-1 and UN M.49 code in region part. The extended, registered or reserved subtags are not supported.
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Bugtracker

If you have any suggestions, bug reports or annoyances please report them to the issue tracker at https://github.com/nilp0inter/cpe/issues
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TODO


	Implement methods ovalcheck and ocilcheck of CPELanguage2_3 class.

	Implement versions 2.0 and 2.1 of CPE specification.

	Implement methods as_uri_1_1 and as_uri_2_2 to convert any CPE Name into a CPE Name of versions 1.1 and 2.2 respectively.
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  Source code for cpe.cpe2_3_uri

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is used to the treatment of identifiers
of IT platforms (hardware, operating systems or applications of system)
in accordance with binding style URI of version 2.3 of CPE
(Common Platform Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from cpe2_3 import CPE2_3
from cpe2_3_wfn import CPE2_3_WFN
from comp.cpecomp import CPEComponent
from comp.cpecomp_logical import CPEComponentLogical
from comp.cpecomp2_3_uri import CPEComponent2_3_URI
from comp.cpecomp2_3_wfn import CPEComponent2_3_WFN
from comp.cpecomp2_3_uri_edpacked import CPEComponent2_3_URI_edpacked
from comp.cpecomp_anyvalue import CPEComponentAnyValue
from comp.cpecomp_empty import CPEComponentEmpty
from comp.cpecomp_undefined import CPEComponentUndefined
from comp.cpecomp_notapplicable import CPEComponentNotApplicable

import re


[docs]class CPE2_3_URI(CPE2_3):
    """
    Implementation of binding style URI of version 2.3 of CPE specification.

    A CPE Name is a percent-encoded URI with each name
    starting with the prefix (the URI scheme name) 'cpe:'.

    Each platform can be broken down into many distinct parts.
    A CPE Name specifies a simple part and is used to identify
    any platform that matches the description of that part.

    The distinct parts are:

    - Hardware part: the physical platform supporting the IT system.
    - Operating system part: the operating system controls and manages
      the IT hardware.
    - Application part: software systems, services, servers, and packages
      installed on the system.

    CPE Name syntax:

        cpe:/{part}:{vendor}:{product}:{version}:{update}:{edition}:{language}
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Style of CPE Name
    STYLE = CPE2_3.STYLE_URI

    ###############
    #  VARIABLES  #
    ###############

    # Compilation of regular expression associated with parts of CPE Name
    _typesys = "?P<{0}>(h|o|a)".format(CPEComponent.ATT_PART)
    _vendor = "?P<{0}>[^:]+".format(CPEComponent.ATT_VENDOR)
    _product = "?P<{0}>[^:]+".format(CPEComponent.ATT_PRODUCT)
    _version = "?P<{0}>[^:]+".format(CPEComponent.ATT_VERSION)
    _update = "?P<{0}>[^:]+".format(CPEComponent.ATT_UPDATE)
    _edition = "?P<{0}>[^:]+".format(CPEComponent.ATT_EDITION)
    _language = "?P<{0}>[^:]+".format(CPEComponent.ATT_LANGUAGE)

    _parts_pattern = "^cpe:/({0})?(:({1})?)?(:({2})?)?(:({3})?)?(:({4})?)?(:({5})?)?(:({6})?)?$".format(
        _typesys, _vendor, _product, _version, _update, _edition, _language)

    _parts_rxc = re.compile(_parts_pattern, re.IGNORECASE)

    ###################
    #  CLASS METHODS  #
    ###################

    @classmethod
    def _create_component(cls, att, value):
        """
        Returns a component with value "value".

        :param string att: Attribute name
        :param string value: Attribute value
        :returns: Component object created
        :rtype: CPEComponent
        :exception: ValueError - invalid value of attribute
        """

        if value == CPEComponent2_3_URI.VALUE_UNDEFINED:
            comp = CPEComponentUndefined()
        elif (value == CPEComponent2_3_URI.VALUE_ANY or
              value == CPEComponent2_3_URI.VALUE_EMPTY):
            comp = CPEComponentAnyValue()
        elif (value == CPEComponent2_3_URI.VALUE_NA):
            comp = CPEComponentNotApplicable()
        else:
            comp = CPEComponentNotApplicable()
            try:
                comp = CPEComponent2_3_URI(value, att)
            except ValueError:
                errmsg = "Invalid value of attribute '{0}': {1} ".format(att,
                                                                         value)
                raise ValueError(errmsg)

        return comp

    @classmethod
    def _unpack_edition(cls, value):
        """
        Unpack its elements and set the attributes in wfn accordingly.
        Parse out the five elements:

        ~ edition ~ software edition ~ target sw ~ target hw ~ other

        :param string value: Value of edition attribute
        :returns: Dictionary with parts of edition attribute
        :exception: ValueError - invalid value of edition attribute
        """

        components = value.split(CPEComponent2_3_URI.SEPARATOR_PACKED_EDITION)
        d = dict()

        ed = components[1]
        sw_ed = components[2]
        t_sw = components[3]
        t_hw = components[4]
        oth = components[5]

        ck = CPEComponent.ATT_EDITION
        d[ck] = CPE2_3_URI._create_component(ck, ed)
        ck = CPEComponent.ATT_SW_EDITION
        d[ck] = CPE2_3_URI._create_component(ck, sw_ed)
        ck = CPEComponent.ATT_TARGET_SW
        d[ck] = CPE2_3_URI._create_component(ck, t_sw)
        ck = CPEComponent.ATT_TARGET_HW
        d[ck] = CPE2_3_URI._create_component(ck, t_hw)
        ck = CPEComponent.ATT_OTHER
        d[ck] = CPE2_3_URI._create_component(ck, oth)

        return d

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __getitem__(self, i):
        """
        Returns the i'th component name of CPE Name.

        :param int i: component index to find
        :returns: component string found
        :rtype: CPEComponent
        :exception: IndexError - index not found in CPE Name
        """

        count = 0
        errmsg = "Component index of CPE Name out of range"

        packed_ed = self._pack_edition()

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                for ck in CPEComponent.CPE_COMP_KEYS:
                    if (count == i):
                        if ck == CPEComponent.ATT_EDITION:
                            empty_ed = elem.get(ck) == CPEComponentUndefined()
                            k = CPEComponent.ATT_SW_EDITION
                            empty_sw_ed = elem.get(k) == CPEComponentUndefined()
                            k = CPEComponent.ATT_TARGET_SW
                            empty_tg_sw = elem.get(k) == CPEComponentUndefined()
                            k = CPEComponent.ATT_TARGET_HW
                            empty_tg_hw = elem.get(k) == CPEComponentUndefined()
                            k = CPEComponent.ATT_OTHER
                            empty_oth = elem.get(k) == CPEComponentUndefined()

                            if (empty_ed and empty_sw_ed and empty_tg_sw and
                               empty_tg_hw and empty_oth):

                                # Edition component undefined
                                raise IndexError(errmsg)
                            else:
                                # Some part of edition component defined.
                                # Pack the edition component
                                return CPEComponent2_3_URI_edpacked(packed_ed)
                        else:
                            comp = elem.get(ck)

                            if not isinstance(comp, CPEComponentUndefined):
                                return comp
                            else:
                                raise IndexError(errmsg)
                    else:
                        count += 1

        raise IndexError(errmsg)


[docs]    def __len__(self):
        """
        Returns the number of components of CPE Name.

        :returns: count of components of CPE Name
        :rtype: int
        """

        prefix = "cpe:/"
        data = self.cpe_str[len(prefix):]

        if data == "":
            return 0

        count = data.count(CPEComponent2_3_URI.SEPARATOR_COMP)

        return count + 1


[docs]    def __new__(cls, cpe_str, *args, **kwargs):
        """
        Create a new CPE Name of version 2.3 with URI style.

        :param string cpe_str: CPE Name string
        :returns: CPE object of version 2.3 of CPE specification with
            URI style.
        :rtype: CPE2_3_URI
        """

        return dict.__new__(cls)


    def _parse(self):
        """
        Checks if the CPE Name is valid.

        :returns: None
        :exception: ValueError - bad-formed CPE Name
        """

        # CPE Name must not have whitespaces
        if (self._str.find(" ") != -1):
            msg = "Bad-formed CPE Name: it must not have whitespaces"
            raise ValueError(msg)

        # Partitioning of CPE Name
        parts_match = CPE2_3_URI._parts_rxc.match(self._str)

        # Validation of CPE Name parts
        if (parts_match is None):
            msg = "Bad-formed CPE Name: validation of parts failed"
            raise ValueError(msg)

        components = dict()
        edition_parts = dict()

        for ck in CPEComponent.CPE_COMP_KEYS:
            value = parts_match.group(ck)

            try:
                if (ck == CPEComponent.ATT_EDITION and value is not None):
                    if value[0] == CPEComponent2_3_URI.SEPARATOR_PACKED_EDITION:
                        # Unpack the edition part
                        edition_parts = CPE2_3_URI._unpack_edition(value)
                    else:
                        comp = CPE2_3_URI._create_component(ck, value)
                else:
                    comp = CPE2_3_URI._create_component(ck, value)
            except ValueError:
                errmsg = "Bad-formed CPE Name: not correct value '{0}'".format(
                    value)
                raise ValueError(errmsg)
            else:
                components[ck] = comp

        components = dict(components, **edition_parts)

        # Adds the components of version 2.3 of CPE not defined in version 2.2
        for ck2 in CPEComponent.CPE_COMP_KEYS_EXTENDED:
            if ck2 not in components.keys():
                components[ck2] = CPEComponentUndefined()

        # Exchange the undefined values in middle attributes of CPE Name for
        # logical value ANY
        check_change = True

        # Start in the last attribute specififed in CPE Name
        for ck in CPEComponent.CPE_COMP_KEYS[::-1]:
            if ck in components:
                comp = components[ck]
                if check_change:
                    check_change = ((ck != CPEComponent.ATT_EDITION) and
                                   (comp == CPEComponentUndefined()) or
                                   (ck == CPEComponent.ATT_EDITION and
                                   (len(edition_parts) == 0)))
                elif comp == CPEComponentUndefined():
                    comp = CPEComponentAnyValue()

                components[ck] = comp

        #  Storage of CPE Name
        part_comp = components[CPEComponent.ATT_PART]
        if isinstance(part_comp, CPEComponentLogical):
            elements = []
            elements.append(components)
            self[CPE.KEY_UNDEFINED] = elements
        else:
            # Create internal structure of CPE Name in parts:
            # one of them is filled with identified components,
            # the rest are empty
            system = parts_match.group(CPEComponent.ATT_PART)
            if system in CPEComponent.SYSTEM_VALUES:
                self._create_cpe_parts(system, components)
            else:
                self._create_cpe_parts(CPEComponent.VALUE_PART_UNDEFINED,
                                       components)

        # Fills the empty parts of internal structure of CPE Name
        for pk in CPE.CPE_PART_KEYS:
            if pk not in self.keys():
                # Empty part
                self[pk] = []

[docs]    def as_wfn(self):
        """
        Returns the CPE Name as Well-Formed Name string of version 2.3.
        If edition component is not packed, only shows the first seven
        components, otherwise shows all.

        :return: CPE Name as WFN string
        :rtype: string
        :exception: TypeError - incompatible version
        """

        if self._str.find(CPEComponent2_3_URI.SEPARATOR_PACKED_EDITION) == -1:
            # Edition unpacked, only show the first seven components

            wfn = []
            wfn.append(CPE2_3_WFN.CPE_PREFIX)

            for ck in CPEComponent.CPE_COMP_KEYS:
                lc = self._get_attribute_components(ck)

                if len(lc) > 1:
                    # Incompatible version 1.1, there are two or more elements
                    # in CPE Name
                    errmsg = "Incompatible version {0} with WFN".format(
                        self.VERSION)
                    raise TypeError(errmsg)

                else:
                    comp = lc[0]

                    v = []
                    v.append(ck)
                    v.append("=")

                    if (isinstance(comp, CPEComponentUndefined) or
                       isinstance(comp, CPEComponentEmpty)):

                        # Do not set the attribute
                        continue

                    elif isinstance(comp, CPEComponentAnyValue):

                        # Logical value any
                        v.append(CPEComponent2_3_WFN.VALUE_ANY)

                    elif isinstance(comp, CPEComponentNotApplicable):

                        # Logical value not applicable
                        v.append(CPEComponent2_3_WFN.VALUE_NA)

                    else:
                        # Get the value of WFN of component
                        v.append('"')
                        v.append(comp.as_wfn())
                        v.append('"')

                    # Append v to the WFN and add a separator
                    wfn.append("".join(v))
                    wfn.append(CPEComponent2_3_WFN.SEPARATOR_COMP)

            # Del the last separator
            wfn = wfn[:-1]

            # Return the WFN string
            wfn.append(CPE2_3_WFN.CPE_SUFFIX)

            return "".join(wfn)

        else:
            # Shows all components
            return super(CPE2_3_URI, self).as_wfn()


[docs]    def get_attribute_values(self, att_name):
        """
        Returns the values of attribute "att_name" of CPE Name.
        By default a only element in each part.

        :param string att_name: Attribute name to get
        :returns: List of attribute values
        :rtype: list
        :exception: ValueError - invalid attribute name
        """

        lc = []

        if not CPEComponent.is_valid_attribute(att_name):
            errmsg = "Invalid attribute name '{0}'".format(att_name)
            raise ValueError(errmsg)

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                comp = elem.get(att_name)

                if (isinstance(comp, CPEComponentAnyValue) or
                   isinstance(comp, CPEComponentUndefined)):
                    value = CPEComponent2_3_URI.VALUE_ANY
                elif isinstance(comp, CPEComponentNotApplicable):
                    value = CPEComponent2_3_URI.VALUE_NA
                else:
                    value = comp.get_value()

                lc.append(value)
        return lc



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpe2_3_uri.txt")
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  Source code for cpe.cpeset1_1

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is an implementation of name matching
algorithm in accordance with version 1.1 of CPE (Common Platform
Enumeration) specification.

Copyright (C) 2013  Roberto A. Martínez, Alejandro Galindo

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact: galindo.garcia.alejandro@gmail.com.
"""

from cpe import CPE
from comp.cpecomp import CPEComponent
from cpeset import CPESet


[docs]class CPESet1_1(CPESet):
    """
    Represents a set of CPE Names.

    This class allows:

    - create set of CPE Names.
    - match a CPE element against a set of CPE Names.
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Version of CPE set
    VERSION = "1.1"

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def append(self, cpe):
        """
        Adds a CPE Name to the set if not already.

        :param CPE cpe: CPE Name to store in set
        :returns: None
        :exception: ValueError - invalid version of CPE Name

        TEST:

        >>> from cpeset1_1 import CPESet1_1
        >>> from cpe1_1 import CPE1_1
        >>> uri1 = 'cpe://microsoft:windows:xp!vista'
        >>> c1 = CPE1_1(uri1)
        >>> s = CPESet1_1()
        >>> s.append(c1)
        """

        if cpe.VERSION != CPE.VERSION_1_1:
            msg = "CPE Name version {0} not valid, version 1.1 expected".format(
                cpe.VERSION)
            raise ValueError(msg)

        for k in self.K:
            if cpe.cpe_str == k.cpe_str:
                return None

        self.K.append(cpe)


[docs]    def name_match(self, cpe):
        """
        Accepts a set of known instances of CPE Names and a candidate CPE Name,
        and returns 'True' if the candidate can be shown to be
        an instance based on the content of the known instances.
        Otherwise, it returns 'False'.

        :param CPESet self: A set of m known CPE Names K = {K1, K2, …, Km}.
        :param CPE cpe: A candidate CPE Name X.
        :returns: True if X matches K, otherwise False.
        :rtype: boolean

        TEST: matching with identical CPE in set

        >>> from cpe1_1 import CPE1_1
        >>> from cpeset1_1 import CPESet1_1
        >>> uri1 = 'cpe://microsoft:windows:xp!vista'
        >>> uri2 = 'cpe:/cisco::3825;cisco:2:44/cisco:ios:12.3:enterprise'
        >>> c1 = CPE1_1(uri1)
        >>> c2 = CPE1_1(uri2)
        >>> s = CPESet1_1()
        >>> s.append(c1)
        >>> s.append(c2)
        >>> s.name_match(c2)
        True

        """

        # An empty set not matching with any CPE
        if len(self) == 0:
            return False

        # If input CPE Name string is in set of CPE Name strings
        # not do searching more because there is a matching
        for k in self.K:
            if (k.cpe_str == cpe.cpe_str):
                return True

        # There are not a CPE Name string in set equal to
        # input CPE Name string
        match = False

        for p in CPE.CPE_PART_KEYS:
            elems_cpe = cpe.get(p)
            for ec in elems_cpe:
                # Search of element of part of input CPE

                # Each element ec of input cpe[p] is compared with
                # each element ek of k[p] in set K

                for k in self.K:
                    elems_k = k.get(p)

                    for ek in elems_k:
                        # Matching

                        # Each component in element ec is compared with
                        # each component in element ek
                        for ck in CPEComponent.CPE_COMP_KEYS:
                            comp_cpe = ec.get(ck)
                            comp_k = ek.get(ck)

                            match = comp_k in comp_cpe

                            if not match:
                                # Search compoment in another element ek[p]
                                break

                            # Component analyzed

                        if match:
                            # Element matched
                            break
                    if match:
                        break
                # Next element in part in "cpe"

                if not match:
                    # cpe part not match with parts in set
                    return False

            # Next part in input CPE Name

        # All parts in input CPE Name matched
        return True



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpeset1_1.txt")
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  Source code for cpe.cpe2_3_wfn

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is used to the treatment of identifiers
of IT platforms (hardware, operating systems or applications of system)
in accordance with Well-Formed Name (WFN) of version 2.3 of CPE
(Common Platform Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from cpe2_3 import CPE2_3
from comp.cpecomp import CPEComponent
from comp.cpecomp_logical import CPEComponentLogical
from comp.cpecomp2_3_wfn import CPEComponent2_3_WFN
from comp.cpecomp_undefined import CPEComponentUndefined
from comp.cpecomp_anyvalue import CPEComponentAnyValue
from comp.cpecomp_notapplicable import CPEComponentNotApplicable


[docs]class CPE2_3_WFN(CPE2_3):
    """
    Implementation of WFN of version 2.3 of CPE specification.

    A CPE Name is a percent-encoded WFN with each name
    starting with the prefix 'wfn:'.

    Each platform can be broken down into many distinct parts.
    A CPE Name specifies a simple part and is used to identify
    any platform that matches the description of that part.

    The distinct parts are:

    - Hardware part: the physical platform supporting the IT system.
    - Operating system part: the operating system controls and manages the
      IT hardware.
    - Application part: software systems, services, servers, and packages
      installed on the system.

    CPE Name syntax: wfn:[a1=v1, a2=v2, …, an=vn]

    Only the following attributes SHALL be permitted in a WFN
    attribute-value pair:

    a. part
    b. vendor
    c. product
    d. version
    e. update
    f. edition
    g. language
    h. sw_edition
    i. target_sw
    j. target_hw
    k. other
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Style of CPE Name
    STYLE = CPE2_3.STYLE_WFN

    #: Prefix of CPE Name with WFN style
    CPE_PREFIX = "wfn:["

    #: Suffix of CPE Name with WFN style
    CPE_SUFFIX = "]"

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __new__(cls, cpe_str, *args, **kwargs):
        """
        Create a new CPE Name of version 2.3 with WFN style.

        :param string cpe_str: CPE Name string
        :returns: CPE object of version 2.3 of CPE specification with
            WFN style.
        :rtype: CPE2_3_WFN
        """

        return dict.__new__(cls)


    def _parse(self):
        """
        Checks if the CPE Name is valid.

        :returns: None
        :exception: ValueError - bad-formed CPE Name
        """

        # Check prefix and initial bracket of WFN
        if self._str[0:5] != CPE2_3_WFN.CPE_PREFIX:
            errmsg = "Bad-formed CPE Name: WFN prefix not found"
            raise ValueError(errmsg)

        # Check final backet
        if self._str[-1:] != "]":
            errmsg = "Bad-formed CPE Name: final bracket of WFN not found"
            raise ValueError(errmsg)

        content = self._str[5:-1]

        if content != "":
            # Dictionary with pairs attribute-value
            components = dict()

            # Split WFN in components
            list_component = content.split(CPEComponent2_3_WFN.SEPARATOR_COMP)

            # Adds the defined components
            for e in list_component:
                # Whitespace not valid in component names and values
                if e.find(" ") != -1:
                    msg = "Bad-formed CPE Name: WFN with too many whitespaces"
                    raise ValueError(msg)

                # Split pair attribute-value
                pair = e.split(CPEComponent2_3_WFN.SEPARATOR_PAIR)
                att_name = pair[0]
                att_value = pair[1]

                # Check valid attribute name
                if att_name not in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                    msg = "Bad-formed CPE Name: invalid attribute name '{0}'".format(
                        att_name)
                    raise ValueError(msg)

                if att_name in components:
                    # Duplicate attribute
                    msg = "Bad-formed CPE Name: attribute '{0}' repeated".format(
                        att_name)
                    raise ValueError(msg)

                if not (att_value.startswith('"') and
                        att_value.endswith('"')):

                    # Logical value
                    strUpper = att_value.upper()
                    if strUpper == CPEComponent2_3_WFN.VALUE_ANY:
                        comp = CPEComponentAnyValue()
                    elif strUpper == CPEComponent2_3_WFN.VALUE_NA:
                        comp = CPEComponentNotApplicable()
                    else:
                        msg = "Invalid logical value '{0}'".format(att_value)
                        raise ValueError(msg)

                elif att_value.startswith('"') and att_value.endswith('"'):
                    # String value
                    comp = CPEComponent2_3_WFN(att_value, att_name)

                else:
                    # Bad value
                    msg = "Bad-formed CPE Name: invalid value '{0}'".format(
                        att_value)
                    raise ValueError(msg)

                components[att_name] = comp

            # Adds the undefined components
            for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                if ck not in components:
                    components[ck] = CPEComponentUndefined()

            # #######################
            #  Storage of CPE Name  #
            # #######################

            part_comp = components[CPEComponent.ATT_PART]
            if isinstance(part_comp, CPEComponentLogical):
                elements = []
                elements.append(components)
                self[CPE.KEY_UNDEFINED] = elements
            else:
                # Create internal structure of CPE Name in parts:
                # one of them is filled with identified components,
                # the rest are empty
                part_value = part_comp.get_value()
                # Del double quotes of value
                system = part_value[1:-1]
                if system in CPEComponent.SYSTEM_VALUES:
                    self._create_cpe_parts(system, components)
                else:
                    self._create_cpe_parts(CPEComponent.VALUE_PART_UNDEFINED,
                                           components)

        # Fills the empty parts of internal structure of CPE Name
        for pk in CPE.CPE_PART_KEYS:
            if pk not in self.keys():
                self[pk] = []

[docs]    def get_attribute_values(self, att_name):
        """
        Returns the values of attribute "att_name" of CPE Name.
        By default a only element in each part.

        :param string att_name: Attribute name to get
        :returns: List of attribute values
        :rtype: list
        :exception: ValueError - invalid attribute name
        """

        lc = []

        if not CPEComponent.is_valid_attribute(att_name):
            errmsg = "Invalid attribute name '{0}'".format(att_name)
            raise ValueError(errmsg)

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                comp = elem.get(att_name)

                if (isinstance(comp, CPEComponentAnyValue) or
                   isinstance(comp, CPEComponentUndefined)):
                    value = CPEComponent2_3_WFN.VALUE_ANY
                elif isinstance(comp, CPEComponentNotApplicable):
                    value = CPEComponent2_3_WFN.VALUE_NA
                else:
                    value = comp.get_value()

                lc.append(value)

        return lc



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpe2_3_wfn.txt")
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  Source code for cpe.cpeset

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module contains the common characteristics of
any name matching algorithm, associated with a version of Common Platform
Enumeration (CPE) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from comp.cpecomp import CPEComponent


[docs]class CPESet(object):
    """
    Represents a set of CPE Names.

    This class allows:

        - create a set of CPE Names.
        - match a CPE Name against a set of CPE Names.
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __getitem__(self, i):
        """
        Returns the i'th CPE Name of set.

        :param int i: CPE Name index to find
        :returns: CPE Name found
        :rtype: CPE
        :exception: IndexError - list index out of range
        """

        return self.K[i]


[docs]    def __init__(self):
        """
        Creates an empty set of CPE Names.

        :returns: None
        """
        self.K = []


[docs]    def __len__(self):
        """
        Returns the count of CPE Names of set.

        :returns: count of components of CPE Name
        :rtype: int

        TEST: empty set

        >>> from cpeset1_1 import CPESet1_1
        >>> s = CPESet1_1()
        >>> len(s)
        0
        """

        return len(self.K)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE set.

        :returns: Representation of CPE set as string
        :rtype: string
        """

        setlen = self.__len__()

        str = []
        str.append("CPE Set version {0} contains {1} elements".format(
            self.VERSION, setlen))
        if setlen > 0:
            str.append(":")

            for i in range(0, setlen):
                str.append("    {0}".format(self.K[i].__str__()))

        return "\n".join(str)


[docs]    def append(self, cpe):
        """
        Adds a CPE Name to the set if not already.

        :param CPE cpe: CPE Name to store in set
        :returns: None
        :exception: NotImplementedError - Method not implemented
        """

        errmsg = "Method not implemented. Use the method of some child class"
        raise NotImplementedError(errmsg)


[docs]    def name_match(self, cpe):
        """
        Accepts a set of known instances of CPE Names and a candidate CPE Name,
        and returns 'True' if the candidate can be shown to be
        an instance based on the content of the known instances.
        Otherwise, it returns 'False'.

        :param CPESet self: A set of m known CPE Names K = {K1, K2, …, Km}.
        :param CPE cpe: A candidate CPE Name X.
        :returns: True if X matches K, otherwise False.
        :rtype: boolean
        """

        # An empty set not matching with any CPE
        if len(self) == 0:
            return False

        # If input CPE Name string is in set of CPE Name strings
        # not do searching more because there is a matching
        for k in self.K:
            if (k.cpe_str == cpe.cpe_str):
                return True

        # If "cpe" is an empty CPE Name any system matches
        if len(cpe) == 0:
            return True

        # There are not a CPE Name string in set equal to
        # input CPE Name string
        match = False

        for p in CPE.CPE_PART_KEYS:
            elems_cpe = cpe.get(p)
            for ec in elems_cpe:
                # Search of element of part of input CPE

                # Each element ec of input cpe[p] is compared with
                # each element ek of k[p] in set K

                for k in self.K:
                    if (len(k) >= len(cpe)):
                        elems_k = k.get(p)

                        for ek in elems_k:
                            # Matching

                            # Each component in element ec is compared with
                            # each component in element ek
                            for c in range(0, len(cpe)):
                                key = CPEComponent.ordered_comp_parts[c]
                                comp_cpe = ec.get(key)
                                comp_k = ek.get(key)
                                match = comp_k in comp_cpe

                                if not match:
                                    # Search compoment in another element ek[p]
                                    break

                                # Component analyzed

                            if match:
                                # Element matched
                                break
                        if match:
                            break
                # Next element in part in "cpe"

                if not match:
                    # cpe part not match with parts in set
                    return False

            # Next part in input CPE Name

        # All parts in input CPE Name matched
        return True
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  Source code for cpe.cpelang2_2

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is an implementation of CPE language matching
algorithm in accordance with version 2.2 of CPE (Common Platform
Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez


This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe2_2 import CPE2_2
from cpelang import CPELanguage


[docs]class CPELanguage2_2(CPELanguage):
    """
    Represents an expression in the CPE Language.

    This class allows match a CPE element against an expression
    in the CPE Language, that is, a XML document format for
    binding descriptive prose and diagnostic test to a CPE name
    (CPE Description Format).
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Version of CPE Language
    VERSION = "2.2"

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def language_match(self, cpeset, cpel_dom=None):
        """
        Accepts a set of known CPE Names and an expression in the CPE language,
        and delivers the answer True if the expression matches with the set.
        Otherwise, it returns False.

        :param CPELanguage self: An expression in the CPE Applicability
            Language, represented as the XML infoset for the platform element.
        :param CPESet cpeset: CPE set object to match with self expression.
        :param string cpel_dom: An expression in the CPE Applicability
            Language, represented as DOM tree.
        :returns: True if self expression can be satisfied by language matching
            against cpeset, False otherwise.
        :rtype: boolean
        """

        # Root element tag
        TAG_ROOT = '#document'
        # A container for child platform definitions
        TAG_PLATSPEC = 'cpe:platform-specification'

        # Information about a platform definition
        TAG_PLATFORM = 'cpe:platform'
        TAG_LOGITEST = 'cpe:logical-test'
        TAG_CPE = 'cpe:fact-ref'

        # Tag attributes
        ATT_NAME = 'name'
        ATT_OP = 'operator'
        ATT_NEGATE = 'negate'

        # Attribute values
        ATT_OP_AND = 'AND'
        ATT_OP_OR = 'OR'
        ATT_NEGATE_TRUE = 'TRUE'

        if cpel_dom is None:
            cpel_dom = self.document

        # Identify the root element
        if cpel_dom.nodeName == TAG_ROOT or cpel_dom.nodeName == TAG_PLATSPEC:
            for node in cpel_dom.childNodes:
                if node.nodeName == TAG_PLATSPEC:
                    return self.language_match(cpeset, node)
                if node.nodeName == TAG_PLATFORM:
                    return self.language_match(cpeset, node)

        # Identify a platform element
        elif cpel_dom.nodeName == TAG_PLATFORM:
            for node in cpel_dom.childNodes:
                if node.nodeName == TAG_LOGITEST:
                    return self.language_match(cpeset, node)

        # Identify a CPE element
        elif cpel_dom.nodeName == TAG_CPE:
            cpename = cpel_dom.getAttribute(ATT_NAME)
            c = CPE2_2(cpename)

            # Try to match a CPE name with CPE set
            return cpeset.name_match(c)

        # Identify a logical operator element
        elif cpel_dom.nodeName == TAG_LOGITEST:
            count = 0
            len = 0
            answer = False

            for node in cpel_dom.childNodes:
                if node.nodeName.find("#") == 0:
                    continue
                len = len + 1
                if self.language_match(cpeset, node):
                    count = count + 1

            operator = cpel_dom.getAttribute(ATT_OP).upper()

            if operator == ATT_OP_AND:
                if count == len:
                    answer = True
            elif operator == ATT_OP_OR:
                if count > 0:
                    answer = True

            operator_not = cpel_dom.getAttribute(ATT_NEGATE)
            if operator_not:
                if operator_not.upper() == ATT_NEGATE_TRUE:
                    answer = not answer

            return answer
        else:
            return False



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpelang2_2.txt")
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  Source code for cpe.cpe

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module contains the common characteristics of
any type of CPE Name, associated with a version of Common Platform
Enumeration (CPE) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""
from collections import OrderedDict

from comp.cpecomp import CPEComponent
from comp.cpecomp2_3_uri import CPEComponent2_3_URI
from comp.cpecomp2_3_wfn import CPEComponent2_3_WFN
from comp.cpecomp2_3_fs import CPEComponent2_3_FS
from comp.cpecomp2_3_uri_edpacked import CPEComponent2_3_URI_edpacked
from comp.cpecomp_logical import CPEComponentLogical
from comp.cpecomp_empty import CPEComponentEmpty
from comp.cpecomp_anyvalue import CPEComponentAnyValue
from comp.cpecomp_undefined import CPEComponentUndefined
from comp.cpecomp_notapplicable import CPEComponentNotApplicable


[docs]class CPE(dict):
    """
    Represents a generic CPE Name compatible with
    all versions of CPE specification.

    Parts of CPE are stored in a dictionary.

    CPE structure (dictionary):
        └─ part {hw, os, sw, undefined}
            └─ element list (list)
                └─ component list (dictionary)
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Constants used to paint the representation of CPE Name
    _PREFIX_ELEM = "   ["
    _PREFIX_ELEMENTS = " ["
    _SUFFIX_ELEM = "   ]"
    _SUFFIX_ELEMENTS = " ]"

    # Type of systems included in CPE specification

    #: Type of system "application"
    KEY_APP = "app"
    #: Type of system "hardware"
    KEY_HW = "hw"
    #: Type of system "operating system"
    KEY_OS = "os"
    #: Undefined type of system
    KEY_UNDEFINED = "undef"

    #: List of keys associated with the types of system
    #: included in CPE specification
    CPE_PART_KEYS = (KEY_HW, KEY_OS, KEY_APP, KEY_UNDEFINED)

    # Constants of possible versions of CPE specification

    #: Version 1.1 of CPE specification
    VERSION_1_1 = "1.1"
    #: Version 2.2 of CPE specification
    VERSION_2_2 = "2.2"
    #: Version 2.3 of CPE specification
    VERSION_2_3 = "2.3"
    #: Version not set
    VERSION_UNDEFINED = "undefined"

    #: Version of CPE Name
    VERSION = VERSION_UNDEFINED

    ###############
    #  VARIABLES  #
    ###############

    #: Dictionary with the relation between the values of "part"
    #: component and the part name in internal structure of CPE Name
    _system_and_parts = OrderedDict((
        (CPEComponent.VALUE_PART_HW, KEY_HW),
        (CPEComponent.VALUE_PART_OS, KEY_OS),
        (CPEComponent.VALUE_PART_APP, KEY_APP),
        (CPEComponent.VALUE_PART_UNDEFINED, KEY_UNDEFINED)))

    ###################
    #  CLASS METHODS  #
    ###################

    @classmethod
    def _trim(cls, s):
        """
        Remove trailing colons from the URI back to the first non-colon.

        :param string s: input URI string
        :returns: URI string with trailing colons removed
        :rtype: string

        TEST: trailing colons necessary

        >>> s = '1:2::::'
        >>> CPE._trim(s)
        '1:2'

        TEST: trailing colons not necessary

        >>> s = '1:2:3:4:5:6'
        >>> CPE._trim(s)
        '1:2:3:4:5:6'
        """
        reverse = s[::-1]
        idx = 0
        for i in range(0, len(reverse)):
            if reverse[i] == ":":
                idx += 1
            else:
                break

        # Return the substring after all trailing colons,
        # reversed back to its original character order.
        new_s = reverse[idx: len(reverse)]
        return new_s[::-1]

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal CPE Names,
        false otherwise.

        :param CPE other: CPE Name to compare
        :returns: True if other == self, False otherwise
        :rtype: boolean
        """

        for part in CPE.CPE_PART_KEYS:
            elements_self = self.get(part)
            elements_other = other.get(part)

            len_self = len(elements_self)
            if len_self != len(elements_other):
                return False

            for i in range(0, len(elements_self)):
                elem_self = elements_self[i]
                elem_other = elements_other[i]

                for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                    if (elem_self[ck] != elem_other[ck]):
                        return False

        return True


[docs]    def __getitem__(self, i):
        """
        Returns the i'th component name of CPE Name.

        :param int i: component index to find
        :returns: component string found
        :rtype: CPEComponent
        :exception: IndexError - index not found in CPE Name

        TEST: good index

        >>> str = 'cpe:///sun_microsystem:sun@os:5.9:#update'
        >>> c = CPE(str)
        >>> c[0]
        CPEComponent1_1(sun_microsystem)
        """

        count = 0
        errmsg = "Component index of CPE Name out of range"

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                    comp = elem.get(ck)
                    if (count == i):
                        if not isinstance(comp, CPEComponentUndefined):
                            return comp
                        else:
                            raise IndexError(errmsg)
                    else:
                        count += 1

        raise IndexError(errmsg)


[docs]    def __init__(self, cpe_str, *args, **kwargs):
        """
        Store the CPE Name.

        :param string cpe_str: CPE Name
        :returns: None
        """

        # The original CPE Name as string
        self.cpe_str = cpe_str

        # Store CPE Name in lower-case letters:
        # CPE Names are case-insensitive.
        # To reduce potential for confusion,
        # all CPE Names should be written in lowercase.
        self._str = cpe_str.lower()

        # Check if CPE Name is correct
        self._parse()


[docs]    def __len__(self):
        """
        Returns the number of components of CPE Name.

        :returns: count of components of CPE Name
        :rtype: int

        TEST: a CPE Name with two parts (hw and os) and
        some elements empty and with values

        >>> str = "cpe:/cisco::3825/cisco:ios:12.3"
        >>> c = CPE(str)
        >>> len(c)
        6
        """

        count = 0

        for part in CPE.CPE_PART_KEYS:
            elements = self.get(part)
            for elem in elements:
                for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                    comp = elem.get(ck)
                    if not isinstance(comp, CPEComponentUndefined):
                        count += 1

        return count


[docs]    def __new__(cls, cpe_str, version=None, *args, **kwargs):
        """
        Generator of CPE Names.

        :param string cpe_str: CPE Name string
        :param string version: version of CPE specification of CPE Name
        :returns: CPE object with version of CPE detected correctly
        :rtype: CPE
        :exception: NotImplementedError - incorrect CPE Name or
            version of CPE not implemented

        This class implements the factory pattern, that is,
        this class centralizes the creation of objects of a particular
        CPE version, hiding the user the requested object instance.
        """

        from cpe1_1 import CPE1_1
        from cpe2_2 import CPE2_2
        from cpe2_3 import CPE2_3

        # List of implemented versions of CPE Names
        #
        # Note: Order matters here, because some regexp can parse
        #       multiple versions at once.
        _CPE_VERSIONS = OrderedDict((
            (CPE.VERSION_2_3, CPE2_3),
            (CPE.VERSION_2_2, CPE2_2),
            (CPE.VERSION_1_1, CPE1_1),))

        errmsg = 'Version of CPE not implemented'

        if version is None:
            # Detect CPE version of input CPE Name
            for v in _CPE_VERSIONS:
                try:
                    # Validate CPE Name
                    c = _CPE_VERSIONS[v](cpe_str)
                except ValueError:
                    # Test another version
                    continue
                except NotImplementedError:
                    # Test another version
                    continue
                else:
                    # Version detected
                    return c

            raise NotImplementedError(errmsg)

        elif version in _CPE_VERSIONS:
            # Correct input version, validate CPE Name
            return _CPE_VERSIONS[version](cpe_str)
        else:
            # Invalid CPE version
            raise NotImplementedError(errmsg)


[docs]    def __repr__(self):
        """
        Returns a unambiguous representation of CPE Name.

        :returns: Representation of CPE Name as string
        :rtype: string
        """

        txtParts = []

        for pk in CPE.CPE_PART_KEYS:
            txtParts.append(pk)

            txtElements = []
            txtElements.append(CPE._PREFIX_ELEMENTS)

            elements = self.get(pk)

            for elem in elements:
                txtElem = []
                txtElem.append(CPE._PREFIX_ELEM)

                for i in range(0, len(CPEComponent.CPE_COMP_KEYS_EXTENDED)):
                    txtComp = []
                    ck = CPEComponent.ordered_comp_parts.get(i)
                    comp = elem.get(ck)

                    if isinstance(comp, CPEComponentLogical):
                        value = comp.__str__()
                    else:
                        value = comp.get_value()

                    txtComp.append("     ")
                    txtComp.append(ck)
                    txtComp.append(" = ")
                    txtComp.append(value)

                    txtElem.append("".join(txtComp))

                if len(txtElem) == 1:
                    # There are no components
                    txtElem = []
                    txtElem.append(" []")
                else:
                    txtElem.append(CPE._SUFFIX_ELEM)

                txtElements.append("\n".join(txtElem))

            if len(txtElements) == 1:
                # There are no elements
                txtElements = []
                txtElements.append(" []")
            else:
                txtElements.append(CPE._SUFFIX_ELEMENTS)

            txtParts.append("\n".join(txtElements))

        return "\n".join(txtParts)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE Name.

        :returns: Representation of CPE Name as string
        :rtype: string
        """

        return "CPE v{0}: {1}".format(self.VERSION, self.cpe_str)


    def _create_cpe_parts(self, system, components):
        """
        Create the structure to store the input type of system associated
        with components of CPE Name (hardware, operating system and software).

        :param string system: type of system associated with CPE Name
        :param dict components: CPE Name components to store
        :returns: None
        :exception: KeyError - incorrect system
        """

        if system not in CPEComponent.SYSTEM_VALUES:
            errmsg = "Key '{0}' is not exist".format(system)
            raise ValueError(errmsg)

        elements = []
        elements.append(components)

        pk = CPE._system_and_parts[system]
        self[pk] = elements

    def _get_attribute_components(self, att):
        """
        Returns the component list of input attribute.

        :param string att: Attribute name to get
        :returns: List of Component objects of the attribute in CPE Name
        :rtype: list
        :exception: ValueError - invalid attribute name
        """

        lc = []

        if not CPEComponent.is_valid_attribute(att):
            errmsg = "Invalid attribute name '{0}' is not exist".format(att)
            raise ValueError(errmsg)

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                lc.append(elem.get(att))

        return lc

    def _pack_edition(self):
        """
        Pack the values of the five arguments into the simple edition
        component. If all the values are blank, just return a blank.

        :returns: "edition", "sw_edition", "target_sw", "target_hw" and "other"
            attributes packed in a only value
        :rtype: string
        :exception: TypeError - incompatible version with pack operation
        """

        COMP_KEYS = (CPEComponent.ATT_EDITION,
                     CPEComponent.ATT_SW_EDITION,
                     CPEComponent.ATT_TARGET_SW,
                     CPEComponent.ATT_TARGET_HW,
                     CPEComponent.ATT_OTHER)

        separator = CPEComponent2_3_URI_edpacked.SEPARATOR_COMP

        packed_ed = []
        packed_ed.append(separator)

        for ck in COMP_KEYS:
            lc = self._get_attribute_components(ck)
            if len(lc) > 1:
                # Incompatible version 1.1, there are two or more elements
                # in CPE Name
                errmsg = "Incompatible version {0} with URI".format(
                    self.VERSION)
                raise TypeError(errmsg)

            comp = lc[0]
            if (isinstance(comp, CPEComponentUndefined) or
               isinstance(comp, CPEComponentEmpty) or
               isinstance(comp, CPEComponentAnyValue)):

                value = ""
            elif (isinstance(comp, CPEComponentNotApplicable)):
                value = CPEComponent2_3_URI.VALUE_NA
            else:
                # Component has some value; transform this original value
                # in URI value
                value = comp.as_uri_2_3()

            # Save the value of edition attribute
            if ck == CPEComponent.ATT_EDITION:
                ed = value

            # Packed the value of component
            packed_ed.append(value)
            packed_ed.append(separator)

        # Del the last separator
        packed_ed_str = "".join(packed_ed[:-1])

        only_ed = []
        only_ed.append(separator)
        only_ed.append(ed)
        only_ed.append(separator)
        only_ed.append(separator)
        only_ed.append(separator)
        only_ed.append(separator)

        only_ed_str = "".join(only_ed)

        if (packed_ed_str == only_ed_str):
            # All the extended attributes are blank,
            # so don't do any packing, just return ed
            return ed
        else:
            # Otherwise, pack the five values into a simple string
            # prefixed and internally delimited with the tilde
            return packed_ed_str

[docs]    def as_dict(self):
        """
        Returns the CPE Name dict as string.

        :returns: CPE Name dict as string
        :rtype: string
        """

        return super(CPE, self).__str__()


[docs]    def as_uri_2_3(self):
        """
        Returns the CPE Name as URI string of version 2.3.

        :returns: CPE Name as URI string of version 2.3
        :rtype: string
        :exception: TypeError - incompatible version
        """

        uri = []
        uri.append("cpe:/")

        ordered_comp_parts = {
            0: CPEComponent.ATT_PART,
            1: CPEComponent.ATT_VENDOR,
            2: CPEComponent.ATT_PRODUCT,
            3: CPEComponent.ATT_VERSION,
            4: CPEComponent.ATT_UPDATE,
            5: CPEComponent.ATT_EDITION,
            6: CPEComponent.ATT_LANGUAGE}

        # Indicates if the previous component must be set depending on the
        # value of current component
        set_prev_comp = False
        prev_comp_list = []

        for i in range(0, len(ordered_comp_parts)):
            ck = ordered_comp_parts[i]
            lc = self._get_attribute_components(ck)

            if len(lc) > 1:
                # Incompatible version 1.1, there are two or more elements
                # in CPE Name
                errmsg = "Incompatible version {0} with URI".format(
                    self.VERSION)
                raise TypeError(errmsg)

            if ck == CPEComponent.ATT_EDITION:
                # Call the pack() helper function to compute the proper
                # binding for the edition element
                v = self._pack_edition()

            else:
                comp = lc[0]

                if (isinstance(comp, CPEComponentEmpty) or
                   isinstance(comp, CPEComponentAnyValue)):

                    # Logical value any
                    v = CPEComponent2_3_URI.VALUE_ANY

                elif isinstance(comp, CPEComponentNotApplicable):

                    # Logical value not applicable
                    v = CPEComponent2_3_URI.VALUE_NA
                elif isinstance(comp, CPEComponentUndefined):
                    set_prev_comp = True
                    prev_comp_list.append(CPEComponent2_3_URI.VALUE_ANY)
                    continue
                else:
                    # Get the value of component encoded in URI
                    v = comp.as_uri_2_3()

            # Append v to the URI and add a separator
            uri.append(v)
            uri.append(CPEComponent2_3_URI.SEPARATOR_COMP)

            if set_prev_comp:
                # Set the previous attribute as logical value any
                v = CPEComponent2_3_URI.VALUE_ANY
                pos_ini = len(uri) - len(prev_comp_list) - 1
                increment = 2  # Count of inserted values

                for p, val in enumerate(prev_comp_list):
                    pos = pos_ini + (p * increment)
                    uri.insert(pos, v)
                    uri.insert(pos + 1, CPEComponent2_3_URI.SEPARATOR_COMP)

                set_prev_comp = False
                prev_comp_list = []

        # Return the URI string, with trailing separator trimmed
        return CPE._trim("".join(uri[:-1]))


[docs]    def as_wfn(self):
        """
        Returns the CPE Name as Well-Formed Name string of version 2.3.

        :return: CPE Name as WFN string
        :rtype: string
        :exception: TypeError - incompatible version
        """

        from cpe2_3_wfn import CPE2_3_WFN

        wfn = []
        wfn.append(CPE2_3_WFN.CPE_PREFIX)

        for i in range(0, len(CPEComponent.ordered_comp_parts)):
            ck = CPEComponent.ordered_comp_parts[i]
            lc = self._get_attribute_components(ck)

            if len(lc) > 1:
                # Incompatible version 1.1, there are two or more elements
                # in CPE Name
                errmsg = "Incompatible version {0} with WFN".format(
                    self.VERSION)
                raise TypeError(errmsg)

            else:
                comp = lc[0]

                v = []
                v.append(ck)
                v.append("=")

                if isinstance(comp, CPEComponentAnyValue):

                    # Logical value any
                    v.append(CPEComponent2_3_WFN.VALUE_ANY)

                elif isinstance(comp, CPEComponentNotApplicable):

                    # Logical value not applicable
                    v.append(CPEComponent2_3_WFN.VALUE_NA)

                elif (isinstance(comp, CPEComponentUndefined) or
                      isinstance(comp, CPEComponentEmpty)):
                    # Do not set the attribute
                    continue
                else:
                    # Get the simple value of WFN of component
                    v.append('"')
                    v.append(comp.as_wfn())
                    v.append('"')

                # Append v to the WFN and add a separator
                wfn.append("".join(v))
                wfn.append(CPEComponent2_3_WFN.SEPARATOR_COMP)

        # Del the last separator
        wfn = wfn[:-1]

        # Return the WFN string
        wfn.append(CPE2_3_WFN.CPE_SUFFIX)

        return "".join(wfn)


[docs]    def as_fs(self):
        """
        Returns the CPE Name as formatted string of version 2.3.

        :returns: CPE Name as formatted string
        :rtype: string
        :exception: TypeError - incompatible version
        """

        fs = []
        fs.append("cpe:2.3:")

        for i in range(0, len(CPEComponent.ordered_comp_parts)):
            ck = CPEComponent.ordered_comp_parts[i]
            lc = self._get_attribute_components(ck)

            if len(lc) > 1:
                # Incompatible version 1.1, there are two or more elements
                # in CPE Name
                errmsg = "Incompatible version {0} with formatted string".format(
                    self.VERSION)
                raise TypeError(errmsg)

            else:
                comp = lc[0]

                if (isinstance(comp, CPEComponentUndefined) or
                   isinstance(comp, CPEComponentEmpty) or
                   isinstance(comp, CPEComponentAnyValue)):

                    # Logical value any
                    v = CPEComponent2_3_FS.VALUE_ANY

                elif isinstance(comp, CPEComponentNotApplicable):

                    # Logical value not applicable
                    v = CPEComponent2_3_FS.VALUE_NA
                else:
                    # Get the value of component encoded in formatted string
                    v = comp.as_fs()

            # Append v to the formatted string then add a separator.
            fs.append(v)
            fs.append(CPEComponent2_3_FS.SEPARATOR_COMP)

        # Return the formatted string
        return CPE._trim("".join(fs[:-1]))


[docs]    def get_edition(self):
        """
        Returns the edition of product of CPE Name as a list.
        According to the CPE version,
        this list can contains one or more items.

        :returns: Value of edition attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_EDITION)


[docs]    def get_language(self):
        """
        Returns the internationalization information of CPE Name as a list.
        According to the CPE version, this list can contains one or more items.

        :returns: Value of language attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_LANGUAGE)


[docs]    def get_other(self):
        """
        Returns the other information part of CPE Name.

        :returns: Value of other attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_OTHER)


[docs]    def get_part(self):
        """
        Returns the part component of CPE Name as a list.
        According to the CPE version,
        this list can contains one or more items.

        :returns: Value of part attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_PART)


[docs]    def get_product(self):
        """
        Returns the product name of CPE Name as a list.
        According to the CPE version,
        this list can contains one or more items.

        :returns: Value of product attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_PRODUCT)


[docs]    def get_software_edition(self):
        """
        Returns the software edition of CPE Name.

        :returns: Value of sw_edition attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_SW_EDITION)


[docs]    def get_target_hardware(self):
        """
        Returns the arquitecture of CPE Name.

        :returns: Value of target_hw attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_TARGET_HW)


[docs]    def get_target_software(self):
        """
        Returns the software computing environment of CPE Name
        within which the product operates.

        :returns: Value of target_sw attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_TARGET_SW)


[docs]    def get_update(self):
        """
        Returns the update or service pack information of CPE Name as a list.
        According to the CPE version, this list can contains one or more items.

        :returns: Value of update attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_UPDATE)


[docs]    def get_vendor(self):
        """
        Returns the vendor name of CPE Name as a list.
        According to the CPE version,
        this list can contains one or more items.

        :returns: Value of vendor attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_VENDOR)


[docs]    def get_version(self):
        """
        Returns the version of product of CPE Name as a list.
        According to the CPE version,
        this list can contains one or more items.

        :returns: Value of version attribute as string list.
        :rtype: list
        """

        return self.get_attribute_values(CPEComponent.ATT_VERSION)


[docs]    def is_application(self):
        """
        Returns True if CPE Name corresponds to application elem.

        :returns: True if CPE Name corresponds to application elem, False
            otherwise.
        :rtype: boolean
        """

        elements = self.get(CPE.KEY_APP)
        return len(elements) > 0


[docs]    def is_hardware(self):
        """
        Returns True if CPE Name corresponds to hardware elem.

        :returns: True if CPE Name corresponds to hardware elem, False
            otherwise.
        :rtype: boolean
        """

        elements = self.get(CPE.KEY_HW)
        return len(elements) > 0


[docs]    def is_operating_system(self):
        """
        Returns True if CPE Name corresponds to operating system elem.

        :returns: True if CPE Name corresponds to operating system elem, False
            otherwise.
        :rtype: boolean
        """

        elements = self.get(CPE.KEY_OS)
        return len(elements) > 0



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('tests/testfile_cpe.txt')





          

      

      

    


    
        © Copyright 2013, Roberto Abdelkader Martínez Pérez, Alejandro Galindo García.
      Created using Sphinx 1.2.2.
    

  

_static/down-pressed.png





_static/cpe_logo.gif
nnnnnnnnnnnnnnnnnnnnnnnnn





_modules/cpe/cpeset2_2.html


    
      Navigation


      
        		
          index


        		CPE v1.1.0 Documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for cpe.cpeset2_2

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module of is an implementation of name matching
algorithm in accordance with version 2.2 of CPE (Common Platform
Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from cpeset import CPESet


[docs]class CPESet2_2(CPESet):
    """
    Represents a set of CPE Names.

    This class allows:

    - create set of CPE Names.
    - match a CPE element against a set of CPE Names.
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Version of CPE set
    VERSION = "2.2"

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def append(self, cpe):
        """
        Adds a CPE Name to the set if not already.

        :param CPE cpe: CPE Name to store in set
        :returns: None
        :exception: ValueError - invalid version of CPE Name


        TEST:

        >>> from cpeset2_2 import CPESet2_2
        >>> from cpe2_2 import CPE2_2
        >>> uri1 = 'cpe:/h:hp'
        >>> c1 = CPE2_2(uri1)
        >>> s = CPESet2_2()
        >>> s.append(c1)
        """

        if cpe.VERSION != CPE.VERSION_2_2:
            errmsg = "CPE Name version {0} not valid, version 2.2 expected".format(
                cpe.VERSION)
            raise ValueError(errmsg)

        for k in self.K:
            if cpe.cpe_str == k.cpe_str:
                return None

        self.K.append(cpe)


[docs]    def name_match(self, cpe):
        """
        Accepts a set of known instances of CPE Names and a candidate CPE Name,
        and returns 'True' if the candidate can be shown to be
        an instance based on the content of the known instances.
        Otherwise, it returns 'False'.

        :param CPESet self: A set of m known CPE Names K = {K1, K2, …, Km}.
        :param CPE cpe: A candidate CPE Name X.
        :returns: True if X matches K, otherwise False.
        :rtype: boolean

        TEST: matching with ANY values explicit

        >>> from cpe2_2 import CPE2_2
        >>> uri1 = 'cpe:/o:microsoft:windows:vista'
        >>> uri2 = 'cpe:/o:cisco:ios:12.3:enterprise'
        >>> c1 = CPE2_2(uri1)
        >>> c2 = CPE2_2(uri2)
        >>> s = CPESet2_2()
        >>> s.append(c1)
        >>> s.append(c2)
        >>> uri3 = 'cpe:/o:microsoft::vista'
        >>> c3 = CPE2_2(uri3)
        >>> s.name_match(c3)
        True
        """

        return super(CPESet2_2, self).name_match(cpe)



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpeset2_2.txt")
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  Source code for cpe.cpeset2_3

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is an implementation of name matching
algorithm in accordance with version 2.3 of CPE (Common Platform
Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe2_3 import CPE2_3
from cpe2_3_wfn import CPE2_3_WFN
from comp.cpecomp import CPEComponent
from comp.cpecomp2_3_wfn import CPEComponent2_3_WFN
from cpeset import CPESet


[docs]class CPESet2_3(CPESet):
    """
    Represents a set of CPEs.

    This class allows:

    - create set of CPE elements.
    - match a CPE element against a set of CPE elements.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Possible set relations between a source WFN and a target WFN:
    # - The source is a SUPERSET of the target
    # - The source is a SUBSET of the target
    # - The source and target are EQUAL
    # - The source and target are mutually exclusive or DISJOINT
    # - The target has wild cards and the result is undefined
    LOGICAL_VALUE_SUPERSET = 1
    LOGICAL_VALUE_SUBSET = 2
    LOGICAL_VALUE_EQUAL = 3
    LOGICAL_VALUE_DISJOINT = 4
    LOGICAL_VALUE_UNDEFINED = 5

    # Version of CPE set
    VERSION = "2.3"

    ###################
    #  CLASS METHODS  #
    ###################

    @classmethod
    def _compare(cls, source, target):
        """
        Compares two values associated with a attribute of two WFNs,
        which may be logical values (ANY or NA) or string values.

        :param string source: First attribute value
        :param string target: Second attribute value
        :returns: The attribute comparison relation.
        :rtype: int

        This function is a support function for compare_WFNs.
        """

        if (CPESet2_3._is_string(source)):
            source = source.lower()
        if (CPESet2_3._is_string(target)):
            target = target.lower()

        # In this specification, unquoted wildcard characters in the target
        # yield an undefined result

        if (CPESet2_3._is_string(target) and
           CPESet2_3._contains_wildcards(target)):
            return CPESet2_3.LOGICAL_VALUE_UNDEFINED

        # If source and target attribute values are equal,
        # then the result is EQUAL
        if (source == target):
            return CPESet2_3.LOGICAL_VALUE_EQUAL

        # If source attribute value is ANY, then the result is SUPERSET
        if (source == CPEComponent2_3_WFN.VALUE_ANY):
            return CPESet2_3.LOGICAL_VALUE_SUPERSET

        # If target attribute value is ANY, then the result is SUBSET
        if (target == CPEComponent2_3_WFN.VALUE_ANY):
            return CPESet2_3.LOGICAL_VALUE_SUBSET

        # If either source or target attribute value is NA
        # then the result is DISJOINT
        isSourceNA = source == CPEComponent2_3_WFN.VALUE_NA
        isTargetNA = target == CPEComponent2_3_WFN.VALUE_NA

        if (isSourceNA or isTargetNA):
            return CPESet2_3.LOGICAL_VALUE_DISJOINT

        # If we get to this point, we are comparing two strings
        return CPESet2_3._compare_strings(source, target)

    @classmethod
    def _compare_strings(cls, source, target):
        """
        Compares a source string to a target string,
        and addresses the condition in which the source string
        includes unquoted special characters.

        It performs a simple regular expression match,
        with the assumption that (as required) unquoted special characters
        appear only at the beginning and/or the end of the source string.

        It also properly differentiates between unquoted and quoted
        special characters.

        :param string source: First string value
        :param string target: Second string value
        :returns: The comparison relation among input strings.
        :rtype: int
        """

        start = 0
        end = len(source)
        begins = 0
        ends = 0

        # Reading of initial wildcard in source
        if source.startswith(CPEComponent2_3_WFN.WILDCARD_MULTI):
            # Source starts with "*"
            start = 1
            begins = -1
        else:
            while ((start < len(source)) and
                   source.startswith(CPEComponent2_3_WFN.WILDCARD_ONE,
                                     start, start)):
                # Source starts with one or more "?"
                start += 1
                begins += 1

        # Reading of final wildcard in source
        if (source.endswith(CPEComponent2_3_WFN.WILDCARD_MULTI) and
           CPESet2_3._is_even_wildcards(source, end - 1)):

            # Source ends in "*"
            end -= 1
            ends = -1
        else:
            while ((end > 0) and
                   source.endswith(CPEComponent2_3_WFN.WILDCARD_ONE, end - 1, end) and
                   CPESet2_3._is_even_wildcards(source, end - 1)):

                # Source ends in "?"
                end -= 1
                ends += 1

        source = source[start: end]
        index = -1
        leftover = len(target)

        while (leftover > 0):
            index = target.find(source, index + 1)
            if (index == -1):
                break
            escapes = target.count("\\", 0, index)
            if ((index > 0) and (begins != -1) and
               (begins < (index - escapes))):

                break

            escapes = target.count("\\", index + 1, len(target))
            leftover = len(target) - index - escapes - len(source)
            if ((leftover > 0) and ((ends != -1) and (leftover > ends))):
                continue

            return CPESet2_3.LOGICAL_VALUE_SUPERSET

        return CPESet2_3.LOGICAL_VALUE_DISJOINT

    @classmethod
    def _contains_wildcards(cls, s):
        """
        Return True if the string contains any unquoted special characters
        (question-mark or asterisk), otherwise False.

        Ex: _contains_wildcards("foo") => FALSE
        Ex: _contains_wildcards("foo\?") => FALSE
        Ex: _contains_wildcards("foo?") => TRUE
        Ex: _contains_wildcards("\*bar") => FALSE
        Ex: _contains_wildcards("*bar") => TRUE

        :param string s: string to check
        :returns: True if string contains any unquoted special characters,
            False otherwise.
        :rtype: boolean

        This function is a support function for _compare().
        """

        idx = s.find("*")
        if idx != -1:
            if idx == 0:
                return True
            else:
                if s[idx - 1] != "\\":
                    return True

        idx = s.find("?")
        if idx != -1:
            if idx == 0:
                return True
            else:
                if s[idx - 1] != "\\":
                    return True
        return False

    @classmethod
    def _is_even_wildcards(cls, str, idx):
        """
        Returns True if an even number of escape (backslash) characters
        precede the character at index idx in string str.

        :param string str: string to check
        :returns: True if an even number of escape characters precede
            the character at index idx in string str, False otherwise.
        :rtype: boolean
        """

        result = 0
        while ((idx > 0) and (str[idx - 1] == "\\")):
            idx -= 1
            result += 1

        isEvenNumber = (result % 2) == 0
        return isEvenNumber

    @classmethod
    def _is_string(cls, arg):
        """
        Return True if arg is a string value,
        and False if arg is a logical value (ANY or NA).

        :param string arg: string to check
        :returns: True if value is a string, False if it is a logical value.
        :rtype: boolean

        This function is a support function for _compare().
        """

        isAny = arg == CPEComponent2_3_WFN.VALUE_ANY
        isNa = arg == CPEComponent2_3_WFN.VALUE_NA

        return not (isAny or isNa)

    @classmethod
[docs]    def compare_wfns(cls, source, target):
        """
        Compares two WFNs and returns a generator of pairwise attribute-value
        comparison results. It provides full access to the individual
        comparison results to enable use-case specific implementations
        of novel name-comparison algorithms.

        Compare each attribute of the Source WFN to the Target WFN:

        :param CPE2_3_WFN source: first WFN CPE Name
        :param CPE2_3_WFN target: seconds WFN CPE Name
        :returns: generator of pairwise attribute comparison results
        :rtype: generator
        """

        # Compare results using the get() function in WFN
        for att in CPEComponent.CPE_COMP_KEYS_EXTENDED:
            value_src = source.get_attribute_values(att)[0]
            if value_src.find('"') > -1:
                # Not a logical value: del double quotes
                value_src = value_src[1:-1]

            value_tar = target.get_attribute_values(att)[0]
            if value_tar.find('"') > -1:
                # Not a logical value: del double quotes
                value_tar = value_tar[1:-1]

            yield (att, CPESet2_3._compare(value_src, value_tar))


    @classmethod
[docs]    def cpe_disjoint(cls, source, target):
        """
        Compares two WFNs and returns True if the set-theoretic relation
        between the names is DISJOINT.

        :param CPE2_3_WFN source: first WFN CPE Name
        :param CPE2_3_WFN target: seconds WFN CPE Name
        :returns: True if the set relation between source and target
            is DISJOINT, otherwise False.
        :rtype: boolean
        """

        # If any pairwise comparison returned DISJOINT  then
        # the overall name relationship is DISJOINT
        for att, result in CPESet2_3.compare_wfns(source, target):
            isDisjoint = result == CPESet2_3.LOGICAL_VALUE_DISJOINT
            if isDisjoint:
                return True
        return False


    @classmethod
[docs]    def cpe_equal(cls, source, target):
        """
        Compares two WFNs and returns True if the set-theoretic relation
        between the names is EQUAL.

        :param CPE2_3_WFN source: first WFN CPE Name
        :param CPE2_3_WFN target: seconds WFN CPE Name
        :returns: True if the set relation between source and target
            is EQUAL, otherwise False.
        :rtype: boolean
        """

        # If any pairwise comparison returned EQUAL then
        # the overall name relationship is EQUAL
        for att, result in CPESet2_3.compare_wfns(source, target):
            isEqual = result == CPESet2_3.LOGICAL_VALUE_EQUAL
            if not isEqual:
                return False
        return True


    @classmethod
[docs]    def cpe_subset(cls, source, target):
        """
        Compares two WFNs and returns True if the set-theoretic relation
        between the names is (non-proper) SUBSET.

        :param CPE2_3_WFN source: first WFN CPE Name
        :param CPE2_3_WFN target: seconds WFN CPE Name
        :returns: True if the set relation between source and target
            is SUBSET, otherwise False.
        :rtype: boolean
        """

        # If any pairwise comparison returned something other than SUBSET
        # or EQUAL, then SUBSET is False.
        for att, result in CPESet2_3.compare_wfns(source, target):
            isSubset = result == CPESet2_3.LOGICAL_VALUE_SUBSET
            isEqual = result == CPESet2_3.LOGICAL_VALUE_EQUAL
            if (not isSubset) and (not isEqual):
                return False
        return True


    @classmethod
[docs]    def cpe_superset(cls, source, target):
        """
        Compares two WFNs and returns True if the set-theoretic relation
        between the names is (non-proper) SUPERSET.

        :param CPE2_3_WFN source: first WFN CPE Name
        :param CPE2_3_WFN target: seconds WFN CPE Name
        :returns: True if the set relation between source and target
            is SUPERSET, otherwise False.
        :rtype: boolean
        """

        # If any pairwise comparison returned something other than SUPERSET
        # or EQUAL, then SUPERSET is False.
        for att, result in CPESet2_3.compare_wfns(source, target):
            isSuperset = result == CPESet2_3.LOGICAL_VALUE_SUPERSET
            isEqual = result == CPESet2_3.LOGICAL_VALUE_EQUAL
            if (not isSuperset) and (not isEqual):
                return False

        return True

    ####################
    #  OBJECT METHODS  #
    ####################


[docs]    def append(self, cpe):
        """
        Adds a CPE element to the set if not already.
        Only WFN CPE Names are valid, so this function converts the input CPE
        object of version 2.3 to WFN style.

        :param CPE cpe: CPE Name to store in set
        :returns: None
        :exception: ValueError - invalid version of CPE Name
        """

        if cpe.VERSION != CPE2_3.VERSION:
            errmsg = "CPE Name version {0} not valid, version 2.3 expected".format(
                cpe.version)
            raise ValueError(errmsg)

        for k in self.K:
            if cpe._str == k._str:
                return None

        if isinstance(cpe, CPE2_3_WFN):
            self.K.append(cpe)
        else:
            # Convert the CPE Name to WFN
            wfn = CPE2_3_WFN(cpe.as_wfn())
            self.K.append(wfn)


[docs]    def name_match(self, wfn):
        """
        Accepts a set of CPE Names K and a candidate CPE Name X. It returns
        'True' if X matches any member of K, and 'False' otherwise.

        :param CPESet self: A set of m known CPE Names K = {K1, K2, …, Km}.
        :param CPE cpe: A candidate CPE Name X.
        :returns: True if X matches K, otherwise False.
        :rtype: boolean
        """

        for N in self.K:
            if CPESet2_3.cpe_superset(wfn, N):
                return True
        return False



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpeset2_3.txt")
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  Source code for cpe.cpelang

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module contains the common characteristics of
any CPE language matching algorithm, associated with a version of
Common Platform Enumeration (CPE) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from xml.dom import minidom


[docs]class CPELanguage(object):
    """
    Represents an expression in the CPE Language.

    This class allows match a CPE element against an expression
    in the CPE Language, that is, a XML document format for
    binding descriptive prose and diagnostic test to a CPE Name
    (CPE Description Format).
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __init__(self, expression, isFile=False):
        """
        Create an object that contains the input expression in
        the CPE Language (a set of CPE Names) and
        the DOM tree asociated with expression.

        :param string expression: XML content in string or a path to XML file
        :param strint isFile: indicates whether expression is a XML file or
            XML content string
        :returns: None
        """

        if isFile:
            self.expression = ""
            self.path = expression

            # Parse an XML file by name (filepath)
            self.document = minidom.parse(self.path)
        else:
            self.expression = expression
            self.path = ""

            # Parse an XML stored in a string
            self.document = minidom.parseString(self.expression)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE Language expression.

        :returns: Representation of CPE Language expression as string
        :rtype: string
        """

        return "Expression of CPE language version {0}:\n{1}".format(
            self.VERSION, self.expression)


[docs]    def language_match(self, cpeset, cpel_dom=None):
        """
        Accepts a set of known CPE Names and an expression in the CPE language,
        and delivers the answer True if the expression matches with the set.
        Otherwise, it returns False.

        :param CPELanguage self: An expression in the CPE Language,
            represented as the XML infoset for the platform element.
        :param CPESet cpeset: CPE set object to match with self expression.
        :param string cpel_dom: An expression in the CPE Language,
            represented as DOM tree.
        :returns: True if self expression can be satisfied by language matching
            against cpeset, False otherwise.
        :rtype: boolean
        :exception: NotImplementedError - Method not implemented
        """

        errmsg = "Method not implemented. Use the method of some child class"
        raise NotImplementedError(errmsg)
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  Source code for cpe.cpelang2_3

#! /usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is an implementation of CPE language matching
algorithm in accordance with version 2.3 of CPE (Common Platform
Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpeset2_3 import CPESet2_3
from cpelang import CPELanguage
from cpe2_3_wfn import CPE2_3_WFN
from cpe2_3_uri import CPE2_3_URI
from cpe2_3_fs import CPE2_3_FS


[docs]class CPELanguage2_3(CPELanguage):
    """
    Represents an expression in the CPE Language.

    This class allows match a CPE element against an expression
    in the CPE Language, that is, a XML document format for binding
    descriptive prose and diagnostic test to a CPE name
    (CPE Description Format).
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Version of CPE Language
    VERSION = "2.3"

    ###################
    #  CLASS METHODS  #
    ###################

    @classmethod
    def _fact_ref_eval(cls, cpeset, wfn):
        """
        Returns True if wfn is a non-proper superset (True superset
        or equal to) any of the names in cpeset, otherwise False.

        :param CPESet cpeset: list of CPE bound Names.
        :param CPE2_3_WFN wfn: WFN CPE Name.
        :returns: True if wfn is a non-proper superset any of the names in cpeset, otherwise False
        :rtype: boolean
        """

        for n in cpeset:
            # Need to convert each n from bound form to WFN
            if (CPESet2_3.cpe_superset(wfn, n)):
                return True

        return False

    @classmethod
    def _check_fact_ref_eval(cls, cpel_dom):
        """
        Returns the result (True, False, Error) of performing the specified
        check, unless the check isn�t supported, in which case it returns
        False. Error is a catch-all for all results other than True and
        False.

        :param string cpel_dom: XML infoset for the check_fact_ref element.
        :returns: result of performing the specified check
        :rtype: boolean or error
        """

        CHECK_SYSTEM = "check-system"
        CHECK_LOCATION = "check-location"
        CHECK_ID = "check-id"

        checksystemID = cpel_dom.getAttribute(CHECK_SYSTEM)
        if (checksystemID == "http://oval.mitre.org/XMLSchema/ovaldefinitions-5"):
            # Perform an OVAL check.
            # First attribute is the URI of an OVAL definitions file.
            # Second attribute is an OVAL definition ID.
            return CPELanguage2_3._ovalcheck(cpel_dom.getAttribute(CHECK_LOCATION),
                                             cpel_dom.getAttribute(CHECK_ID))

        if (checksystemID == "http://scap.nist.gov/schema/ocil/2"):
            # Perform an OCIL check.
            # First attribute is the URI of an OCIL questionnaire file.
            # Second attribute is OCIL questionnaire ID.
            return CPELanguage2_3._ocilcheck(cpel_dom.getAttribute(CHECK_LOCATION),
                                             cpel_dom.getAttribute(CHECK_ID))

        # Can add additional check systems here, with each returning a
        # True, False, or Error value
        return False

    @classmethod
    def _ocilcheck(location, ocil_id):
        """
        Perform an OCIL check.

        :param string location: URI of an OCIL questionnaire file
        :param string ocil_id: OCIL questionnaire ID
        :rtype: boolean
        :exception: NotImplementedError - Method not implemented
        """

        errmsg = "Method not implemented"
        raise NotImplementedError(errmsg)

    @classmethod
    def _ovalcheck(location, oval_id):
        """
        Perform an OVAL check.

        :param string location: URI of an OVAL definitions file
        :param string oval_id: OVAL definition ID
        :rtype: boolean
        :exception: NotImplementedError - Method not implemented
        """

        errmsg = "Method not implemented"
        raise NotImplementedError(errmsg)

    @classmethod
    def _unbind(cls, boundname):
        """
        Unbinds a bound form to a WFN.

        :param string boundname: CPE name
        :returns: WFN object associated with boundname.
        :rtype: CPE2_3_WFN
        """

        try:
            fs = CPE2_3_FS(boundname)
        except:
            # CPE name is not formatted string
            try:
                uri = CPE2_3_URI(boundname)
            except:
                # CPE name is not URI but WFN
                return CPE2_3_WFN(boundname)
            else:
                return CPE2_3_WFN(uri.as_wfn())
        else:
            return CPE2_3_WFN(fs.as_wfn())

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def language_match(self, cpeset, cpel_dom=None):
        """
        Accepts a set of known CPE Names and an expression in the CPE language,
        and delivers the answer True if the expression matches with the set.
        Otherwise, it returns False.

        :param CPELanguage self: An expression in the CPE Applicability
            Language, represented as the XML infoset for the platform element.
        :param CPESet cpeset: CPE set object to match with self expression.
        :param string cpel_dom: An expression in the CPE Applicability
            Language, represented as DOM tree.
        :returns: True if self expression can be satisfied by language matching
            against cpeset, False otherwise.
        :rtype: boolean
        """

        # Root element tag
        TAG_ROOT = '#document'
        # A container for child platform definitions
        TAG_PLATSPEC = 'cpe:platform-specification'

        # Information about a platform definition
        TAG_PLATFORM = 'cpe:platform'
        TAG_LOGITEST = 'cpe:logical-test'
        TAG_CPE = 'cpe:fact-ref'
        TAG_CHECK_CPE = 'check-fact-ref'

        # Tag attributes
        ATT_NAME = 'name'
        ATT_OP = 'operator'
        ATT_NEGATE = 'negate'

        # Attribute values
        ATT_OP_AND = 'AND'
        ATT_OP_OR = 'OR'
        ATT_NEGATE_TRUE = 'TRUE'

        # Constant associated with an error in language matching
        ERROR = 2

        if cpel_dom is None:
            cpel_dom = self.document

        # Identify the root element
        if cpel_dom.nodeName == TAG_ROOT or cpel_dom.nodeName == TAG_PLATSPEC:
            for node in cpel_dom.childNodes:
                if node.nodeName == TAG_PLATSPEC:
                    return self.language_match(cpeset, node)
                if node.nodeName == TAG_PLATFORM:
                    return self.language_match(cpeset, node)

        # Identify a platform element
        elif cpel_dom.nodeName == TAG_PLATFORM:
            # Parse through E's elements and ignore all but logical-test
            for node in cpel_dom.childNodes:
                if node.nodeName == TAG_LOGITEST:
                    # Call the function again, but with logical-test
                    # as the root element
                    return self.language_match(cpeset, node)

        # Identify a CPE element
        elif cpel_dom.nodeName == TAG_CPE:
            # fact-ref's name attribute is a bound name,
            # so we unbind it to a WFN before passing it
            cpename = cpel_dom.getAttribute(ATT_NAME)
            wfn = CPELanguage2_3._unbind(cpename)
            return CPELanguage2_3._fact_ref_eval(cpeset, wfn)

        # Identify a check of CPE names (OVAL, OCIL...)
        elif cpel_dom.nodeName == TAG_CHECK_CPE:
            return CPELanguage2_3._check_fact_ref_Eval(cpel_dom)

        # Identify a logical operator element
        elif cpel_dom.nodeName == TAG_LOGITEST:
            count = 0
            len = 0
            answer = False

            for node in cpel_dom.childNodes:
                if node.nodeName.find("#") == 0:
                    continue
                len = len + 1
                result = self.language_match(cpeset, node)
                if result:
                    count = count + 1
                elif result == ERROR:
                    answer = ERROR

            operator = cpel_dom.getAttribute(ATT_OP).upper()

            if operator == ATT_OP_AND:
                if count == len:
                    answer = True
            elif operator == ATT_OP_OR:
                if count > 0:
                    answer = True

            operator_not = cpel_dom.getAttribute(ATT_NEGATE)
            if operator_not:
                if ((operator_not.upper() == ATT_NEGATE_TRUE) and
                   (answer != ERROR)):
                    answer = not answer

            return answer
        else:
            return False



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpelang2_3.txt")
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  Source code for cpe.cpe2_3_fs

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is used to the treatment of identifiers
of IT platforms (hardware, operating systems or applications of system)
in accordance with binding style formatted string of version 2.3 of CPE
(Common Platform Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from cpe2_3 import CPE2_3
from comp.cpecomp import CPEComponent
from comp.cpecomp_logical import CPEComponentLogical
from comp.cpecomp2_3_fs import CPEComponent2_3_FS
from comp.cpecomp_anyvalue import CPEComponentAnyValue
from comp.cpecomp_notapplicable import CPEComponentNotApplicable

import re


[docs]class CPE2_3_FS(CPE2_3):
    """
    Implementation of binding style formatted string of version 2.3
    of CPE specification.

    Each name starts with the prefix 'cpe:2.3:'.

    Each platform can be broken down into many distinct parts.
    A CPE Name specifies a simple part and is used to identify
    any platform that matches the description of that part.

    The distinct parts are:

    - Hardware part: the physical platform supporting the IT system.
    - Operating system part: the operating system controls and manages the
      IT hardware.
    - Application part: software systems, services, servers, and packages
      installed on the system.

    CPE Name syntax:

        cpe:2.3:part:vendor:product:version:update:edition:language:sw_edition:target_sw:target_hw:other
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Style of CPE Name
    STYLE = CPE2_3.STYLE_FS

    ###############
    #  VARIABLES  #
    ###############

    # Compilation of regular expression associated with parts of CPE Name
    _logical = "\\{0}|\\{1}".format(
        CPEComponent2_3_FS.VALUE_ANY, CPEComponent2_3_FS.VALUE_NA)
    _typesys = "(?P<{0}>(h|o|a|{1}))".format(
        CPEComponent.ATT_PART, _logical)
    _vendor = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_VENDOR)
    _product = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_PRODUCT)
    _version = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_VERSION)
    _update = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_UPDATE)
    _edition = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_EDITION)
    _language = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_LANGUAGE)
    _sw_edition = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_SW_EDITION)
    _target_sw = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_TARGET_SW)
    _target_hw = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_TARGET_HW)
    _other = "(?P<{0}>[^\:]+)".format(CPEComponent.ATT_OTHER)

    _parts_pattern = "^cpe:2.3:{0}\:{1}\:{2}\:{3}\:{4}\:{5}\:{6}\:{7}\:{8}\:{9}\:{10}$".format(
        _typesys, _vendor, _product, _version, _update, _edition,
        _language, _sw_edition, _target_sw, _target_hw, _other)

    _parts_rxc = re.compile(_parts_pattern, re.IGNORECASE)

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __len__(self):
        """
        Returns the number of components of CPE Name. This CPE Name always
        have eleven components set.

        :returns: count of components of CPE Name
        :rtype: int
        """

        return 11


[docs]    def __new__(cls, cpe_str, *args, **kwargs):
        """
        Create a new CPE Name of version 2.3 with formatted string style.

        :param string cpe_str: CPE Name string
        :returns: CPE object of version 2.3 of CPE specification with
            formatted string style.
        :rtype: CPE2_3_FS
        """

        return dict.__new__(cls)


    def _parse(self):
        """
        Checks if the CPE Name is valid.

        :returns: None
        :exception: ValueError - bad-formed CPE Name
        """

        # CPE Name must not have whitespaces
        if (self._str.find(" ") != -1):
            msg = "Bad-formed CPE Name: it must not have whitespaces"
            raise ValueError(msg)

        # Partitioning of CPE Name
        parts_match = CPE2_3_FS._parts_rxc.match(self._str)

        # Validation of CPE Name parts
        if (parts_match is None):
            msg = "Bad-formed CPE Name: validation of parts failed"
            raise ValueError(msg)

        components = dict()
        parts_match_dict = parts_match.groupdict()

        for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
            if ck in parts_match_dict:
                value = parts_match.group(ck)

                if (value == CPEComponent2_3_FS.VALUE_ANY):
                    comp = CPEComponentAnyValue()
                elif (value == CPEComponent2_3_FS.VALUE_NA):
                    comp = CPEComponentNotApplicable()
                else:
                    try:
                        comp = CPEComponent2_3_FS(value, ck)
                    except ValueError:
                        errmsg = "Bad-formed CPE Name: not correct value: {0}".format(
                            value)
                        raise ValueError(errmsg)
            else:
                errmsg = "Component {0} should be specified".format(ck)
                raise ValueError(ck)

            components[ck] = comp

        # #######################
        #  Storage of CPE Name  #
        # #######################

        part_comp = components[CPEComponent.ATT_PART]
        if isinstance(part_comp, CPEComponentLogical):
            elements = []
            elements.append(components)
            self[CPE.KEY_UNDEFINED] = elements
        else:
            # Create internal structure of CPE Name in parts:
            # one of them is filled with identified components,
            # the rest are empty
            system = parts_match.group(CPEComponent.ATT_PART)
            if system in CPEComponent.SYSTEM_VALUES:
                self._create_cpe_parts(system, components)
            else:
                self._create_cpe_parts(CPEComponent.VALUE_PART_UNDEFINED,
                                       components)

        # Fills the empty parts of internal structure of CPE Name
        for pk in CPE.CPE_PART_KEYS:
            if pk not in self.keys():
                # Empty part
                self[pk] = []

[docs]    def get_attribute_values(self, att_name):
        """
        Returns the values of attribute "att_name" of CPE Name.
        By default a only element in each part.

        :param string att_name: Attribute name to get
        :returns: List of attribute values
        :rtype: list
        :exception: ValueError - invalid attribute name
        """

        lc = []

        if not CPEComponent.is_valid_attribute(att_name):
            errmsg = "Invalid attribute name: {0}".format(att_name)
            raise ValueError(errmsg)

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                comp = elem.get(att_name)

                if isinstance(comp, CPEComponentAnyValue):
                    value = CPEComponent2_3_FS.VALUE_ANY

                elif isinstance(comp, CPEComponentNotApplicable):
                    value = CPEComponent2_3_FS.VALUE_NA

                else:
                    value = comp.get_value()

                lc.append(value)
        return lc



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpe2_3_fs.txt")
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  Source code for cpe.cpe2_2

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is used to the treatment of identifiers
of IT platforms (hardware, operating systems or applications of system)
in accordance with version 2.2 of CPE (Common Platform Enumeration)
specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from cpe2_3_wfn import CPE2_3_WFN
from comp.cpecomp import CPEComponent
from comp.cpecomp2_2 import CPEComponent2_2
from comp.cpecomp2_3_wfn import CPEComponent2_3_WFN
from comp.cpecomp_empty import CPEComponentEmpty
from comp.cpecomp_undefined import CPEComponentUndefined

import re


[docs]class CPE2_2(CPE):
    """
    Implementation of version 2.2 of CPE specification.

    A CPE Name is a percent-encoded URI with each name
    starting with the prefix (the URI scheme name) 'cpe:'.

    Each platform can be broken down into many distinct parts.
    A CPE Name specifies a simple part and is used to identify
    any platform that matches the description of that part.

    The distinct parts are:

    - Hardware part: the physical platform supporting the IT system.
    - Operating system part: the operating system controls and manages the
      IT hardware.
    - Application part: software systems, services, servers, and packages
      installed on the system.

    CPE Name syntax:

        cpe:/{part}:{vendor}:{product}:{version}:{update}:{edition}:{language}
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Version of CPE Name
    VERSION = CPE.VERSION_2_2

    ###############
    #  VARIABLES  #
    ###############

    # Compilation of regular expression associated with components
    # of CPE Name
    _part = "?P<{0}>(h|o|a)".format(CPEComponent.ATT_PART)
    _vendor = "?P<{0}>[^:]+".format(CPEComponent.ATT_VENDOR)
    _product = "?P<{0}>[^:]+".format(CPEComponent.ATT_PRODUCT)
    _version = "?P<{0}>[^:]+".format(CPEComponent.ATT_VERSION)
    _update = "?P<{0}>[^:]+".format(CPEComponent.ATT_UPDATE)
    _edition = "?P<{0}>[^:]+".format(CPEComponent.ATT_EDITION)
    _language = "?P<{0}>[^:]+".format(CPEComponent.ATT_LANGUAGE)

    _parts_pattern = "^cpe:/({0})?(:({1})?)?(:({2})?)?(:({3})?)?(:({4})?)?(:({5})?)?(:({6})?)?$".format(
        _part, _vendor, _product, _version, _update, _edition, _language)
    _parts_rxc = re.compile(_parts_pattern)

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __len__(self):
        """
        Returns the number of components of CPE Name.

        :returns: count of components of CPE Name
        :rtype: int
        """

        prefix = "cpe:/"
        data = self.cpe_str[len(prefix):]

        if data == "":
            return 0

        count = data.count(CPEComponent2_2.SEPARATOR_COMP)

        return count + 1


[docs]    def __new__(cls, cpe_str, *args, **kwargs):
        """
        Create a new CPE Name of version 2.2.

        :param string cpe_str: CPE Name string
        :returns: CPE object of version 2.2 of CPE specification.
        :rtype: CPE2_2
        """

        return dict.__new__(cls)


    def _parse(self):
        """
        Checks if CPE Name is valid.

        :returns: None
        :exception: ValueError - bad-formed CPE Name
        """

        # CPE Name must not have whitespaces
        if (self._str.find(" ") != -1):
            msg = "Bad-formed CPE Name: it must not have whitespaces"
            raise ValueError(msg)

        # Partitioning of CPE Name
        parts_match = CPE2_2._parts_rxc.match(self._str)

        # Validation of CPE Name parts
        if (parts_match is None):
            msg = "Bad-formed CPE Name: validation of parts failed"
            raise ValueError(msg)

        components = dict()
        parts_match_dict = parts_match.groupdict()

        for ck in CPEComponent.CPE_COMP_KEYS:
            if ck in parts_match_dict:
                value = parts_match.group(ck)

                if (value == CPEComponent2_2.VALUE_UNDEFINED):
                    comp = CPEComponentUndefined()
                elif (value == CPEComponent2_2.VALUE_EMPTY):
                    comp = CPEComponentEmpty()
                else:
                    try:
                        comp = CPEComponent2_2(value, ck)
                    except ValueError:
                        errmsg = "Bad-formed CPE Name: not correct value: {0}".format(
                            value)
                        raise ValueError(errmsg)
            else:
                # Component not exist in this version of CPE
                comp = CPEComponentUndefined()

            components[ck] = comp

        # Adds the components of version 2.3 of CPE not defined in version 2.2
        for ck2 in CPEComponent.CPE_COMP_KEYS_EXTENDED:
            if ck2 not in components.keys():
                components[ck2] = CPEComponentUndefined()

        # #######################
        #  Storage of CPE Name  #
        # #######################

        # If part component is undefined, store it in the part without name
        if components[CPEComponent.ATT_PART] == CPEComponentUndefined():
            system = CPEComponent.VALUE_PART_UNDEFINED
        else:
            system = parts_match.group(CPEComponent.ATT_PART)

        self._create_cpe_parts(system, components)

        # Adds the undefined parts
        for sys in CPEComponent.SYSTEM_VALUES:
            if sys != system:
                pk = CPE._system_and_parts[sys]
                self[pk] = []

[docs]    def as_wfn(self):
        """
        Returns the CPE Name as WFN string of version 2.3.
        Only shows the first seven components.

        :return: CPE Name as WFN string
        :rtype: string
        :exception: TypeError - incompatible version
        """

        wfn = []
        wfn.append(CPE2_3_WFN.CPE_PREFIX)

        for ck in CPEComponent.CPE_COMP_KEYS:
            lc = self._get_attribute_components(ck)

            comp = lc[0]

            if (isinstance(comp, CPEComponentUndefined) or
               isinstance(comp, CPEComponentEmpty)):

                # Do not set the attribute
                continue
            else:
                v = []
                v.append(ck)
                v.append("=")

                # Get the value of WFN of component
                v.append('"')
                v.append(comp.as_wfn())
                v.append('"')

                # Append v to the WFN and add a separator
                wfn.append("".join(v))
                wfn.append(CPEComponent2_3_WFN.SEPARATOR_COMP)

        # Del the last separator
        wfn = wfn[:-1]

        # Return the WFN string
        wfn.append(CPE2_3_WFN.CPE_SUFFIX)

        return "".join(wfn)


[docs]    def get_attribute_values(self, att_name):
        """
        Returns the values of attribute "att_name" of CPE Name.
        By default a only element in each part.

        :param string att_name: Attribute name to get
        :returns: List of attribute values
        :rtype: list
        :exception: ValueError - invalid attribute name
        """

        lc = []

        if not CPEComponent.is_valid_attribute(att_name):
            errmsg = "Invalid attribute name: {0}".format(att_name)
            raise ValueError(errmsg)

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                comp = elem.get(att_name)

                if (isinstance(comp, CPEComponentEmpty) or
                   isinstance(comp, CPEComponentUndefined)):

                    value = CPEComponent2_2.VALUE_EMPTY
                else:
                    value = comp.get_value()

                lc.append(value)
        return lc



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpe2_2.txt")
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  Source code for cpe.comp.cpecomp_logical

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the logical components
of a CPE name and compare it with others.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp import CPEComponent


[docs]class CPEComponentLogical(CPEComponent):
    """
    Represents a generic logical component of CPE name,
    compatible with the components of all versions of CPE specification.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Logical values in integer format

    #: Value of an undefined component. For example, edition attribute in the
    #: CPE name cpe:/cisco::2345 of version 1.1 of CPE specification
    _VALUE_INT_UNDEFINED = -1

    #: Value of an empty component. For example, product attribute in the
    #: CPE name cpe:/cisco::2345 of version 1.1 of CPE specification
    _VALUE_INT_EMPTY = 0

    #: Value of a component "any value". For example, product attribute in the
    #: CPE name cpe:/h:cisco:*:2345 of version 2.3 of CPE specification
    _VALUE_INT_ANY = 1

    #: Value of a not applicable component. For example, product attribute in
    #: the CPE name cpe:/h:cisco:-:2345 of version 2.3 of CPE specification
    _VALUE_INT_NA = 2

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __contains__(self, item):
        """
        Returns True if item is included in set of values of self.

        :param CPEComponent item: component to find in self
        :returns: True if item is included in set of self
        :rtype: boolean
        """

        return True


[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other == self, False otherwise
        :rtype: boolean
        :exception: NotImplementedError - class method not implemented
        """

        errmsg = "Class method not implemented. Use the method of some child class"
        raise NotImplementedError(errmsg)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        :exception: NotImplementedError - class method not implemented
        """

        errmsg = "Class method not implemented. Use the method of some child class"
        raise NotImplementedError(errmsg)



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp_logical.txt')
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  Source code for cpe.cpe1_1

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is used to the treatment of identifiers
of IT platforms (hardware, operating systems or applications of system)
in accordance with version 1.1 of CPE (Common Platform Enumeration)
specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE
from cpe2_3_wfn import CPE2_3_WFN
from comp.cpecomp import CPEComponent
from comp.cpecomp1_1 import CPEComponent1_1
from comp.cpecomp2_3_wfn import CPEComponent2_3_WFN
from comp.cpecomp_empty import CPEComponentEmpty
from comp.cpecomp_undefined import CPEComponentUndefined

import re


[docs]class CPE1_1(CPE):
    """
    Implementation of version 1.1 of CPE specification.

    Basic structure of CPE Name:

    - Hardware part: the physical platform supporting the IT system.
    - Operating system part: the operating system controls and manages the
      IT hardware.
    - Application part: software systems, services, servers, and packages
      installed on the system.

    CPE Name syntax:

        cpe:/ {hardware-part} [ / {OS-part} [ / {application-part} ] ]
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Part separator of CPE Name
    PART_SEPARATOR = "/"

    #: Separator of part elements of CPE Name
    ELEMENT_SEPARATOR = ";"

    #: Version of CPE Name
    VERSION = CPE.VERSION_1_1

    ###############
    #  VARIABLES  #
    ###############

    # Compilation of regular expression associated with parts of CPE Name
    _hw = "?P<{0}>[^{1}]+".format(CPE.KEY_HW, PART_SEPARATOR)
    _os = "?P<{0}>[^{1}]+".format(CPE.KEY_OS, PART_SEPARATOR)
    _app = "?P<{0}>[^{1}]+".format(CPE.KEY_APP, PART_SEPARATOR)

    _parts_pattern = "^cpe:/({0})?(/({1})?(/({2})?)?)?$".format(_hw, _os, _app)
    _parts_rxc = re.compile(_parts_pattern)

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __getitem__(self, i):
        """
        Returns the i'th component name of CPE Name.

        :param int i: component index to find
        :returns: component string found
        :rtype: CPEComponent
        :exception: IndexError - index not found in CPE Name

        TEST: good index

        >>> str = 'cpe:///sun_microsystem:sun@os:5.9:#update'
        >>> c = CPE1_1(str)
        >>> c[0]
        CPEComponent1_1(sun_microsystem)
        """

        count = 0
        errmsg = "Component index '{0}' of CPE Name out of range".format(
            i.__str__())

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                    # Part attribute not exist in version 1.1 of CPE.
                    # This attribute is ignored
                    if ck != CPEComponent.ATT_PART:
                        comp = elem.get(ck)
                        if (count == i):
                            if not isinstance(comp, CPEComponentUndefined):
                                return comp
                            else:
                                raise IndexError(errmsg)
                        else:
                            count += 1

        raise IndexError(errmsg)


[docs]    def __len__(self):
        """
        Returns the number of components of CPE Name.

        :returns: count of components of CPE Name
        :rtype: int

        TEST: a CPE Name with two parts (hw and os) and
        some elements empty and with values

        >>> str = "cpe:/cisco::3825/cisco:ios:12.3:enterprise"
        >>> c = CPE1_1(str)
        >>> len(c)
        7
        """

        count = 0

        for part in CPE.CPE_PART_KEYS:
            if part != CPE.KEY_UNDEFINED:
                elements = self.get(part)
                for elem in elements:
                    for ck in CPEComponent.CPE_COMP_KEYS_EXTENDED:
                        # Part attribute not exist in version 1.1 of CPE.
                        # This attribute is ignored
                        if ck != CPEComponent.ATT_PART:
                            comp = elem.get(ck)
                            if not isinstance(comp, CPEComponentUndefined):
                                count += 1

        return count


[docs]    def __new__(cls, cpe_str, *args, **kwargs):
        """
        Create a new CPE Name of version 1.1.

        :param string cpe_str: CPE Name string
        :returns: CPE object of version 1.1 of CPE specification.
        :rtype: CPE1_1
        """

        return dict.__new__(cls)


    def _parse(self):
        """
        Checks if the CPE Name is valid.

        :returns: None
        :exception: ValueError - bad-formed CPE Name
        """

        # CPE Name must not have whitespaces
        if (self.cpe_str.find(" ") != -1):
            errmsg = "Bad-formed CPE Name: it must not have whitespaces"
            raise ValueError(errmsg)

        # Partitioning of CPE Name in parts
        parts_match = CPE1_1._parts_rxc.match(self.cpe_str)

        # ################################
        #  Validation of CPE Name parts  #
        # ################################

        if (parts_match is None):
            errmsg = "Bad-formed CPE Name: not correct definition of CPE Name parts"
            raise ValueError(errmsg)

        CPE_PART_KEYS = (CPE.KEY_HW, CPE.KEY_OS, CPE.KEY_APP)

        for pk in CPE_PART_KEYS:
            # Get part content
            part = parts_match.group(pk)
            elements = []

            if (part is not None):
                # Part of CPE Name defined

                # ###############################
                #  Validation of part elements  #
                # ###############################

                # semicolon (;) is used to separate the part elements
                for part_elem in part.split(CPE1_1.ELEMENT_SEPARATOR):
                    j = 1

                    # ####################################
                    #  Validation of element components  #
                    # ####################################

                    components = dict()

                    # colon (:) is used to separate the element components
                    for elem_comp in part_elem.split(CPEComponent1_1.SEPARATOR_COMP):
                        comp_att = CPEComponent.ordered_comp_parts[j]

                        if elem_comp == CPEComponent1_1.VALUE_EMPTY:
                            comp = CPEComponentEmpty()
                        else:
                            try:
                                comp = CPEComponent1_1(elem_comp, comp_att)
                            except ValueError:
                                errmsg = "Bad-formed CPE Name: not correct value: {0}".format(
                                    elem_comp)
                                raise ValueError(errmsg)

                        # Identification of component name
                        components[comp_att] = comp

                        j += 1

                    # Adds the components of version 2.3 of CPE not defined
                    # in version 1.1
                    for idx in range(j, len(CPEComponent.ordered_comp_parts)):
                        comp_att = CPEComponent.ordered_comp_parts[idx]
                        components[comp_att] = CPEComponentUndefined()

                    # Get the type of system associated with CPE Name and
                    # store it in element as component
                    if (pk == CPE.KEY_HW):
                        components[CPEComponent.ATT_PART] = CPEComponent1_1(
                            CPEComponent.VALUE_PART_HW, CPEComponent.ATT_PART)
                    elif (pk == CPE.KEY_OS):
                        components[CPEComponent.ATT_PART] = CPEComponent1_1(
                            CPEComponent.VALUE_PART_OS, CPEComponent.ATT_PART)
                    elif (pk == CPE.KEY_APP):
                        components[CPEComponent.ATT_PART] = CPEComponent1_1(
                            CPEComponent.VALUE_PART_APP, CPEComponent.ATT_PART)

                    # Store the element identified
                    elements.append(components)

            # Store the part identified
            self[pk] = elements

        self[CPE.KEY_UNDEFINED] = []

[docs]    def as_wfn(self):
        """
        Returns the CPE Name as Well-Formed Name string of version 2.3.

        :return: CPE Name as WFN string
        :rtype: string
        :exception: TypeError - incompatible version
        """

        wfn = []
        wfn.append(CPE2_3_WFN.CPE_PREFIX)

        for ck in CPEComponent.CPE_COMP_KEYS:
            lc = self._get_attribute_components(ck)

            if len(lc) > 1:
                # Incompatible version 1.1, there are two or more elements
                # in CPE Name
                errmsg = "Incompatible version {0} with WFN".format(
                    self.VERSION)
                raise TypeError(errmsg)

            else:
                comp = lc[0]

                if (isinstance(comp, CPEComponentUndefined) or
                   isinstance(comp, CPEComponentEmpty)):

                    # Do not set the attribute
                    continue
                else:
                    v = []
                    v.append(ck)
                    v.append("=")

                    # Get the value of WFN of component
                    v.append('"')
                    v.append(comp.as_wfn())
                    v.append('"')

                    # Append v to the WFN and add a separator
                    wfn.append("".join(v))
                    wfn.append(CPEComponent2_3_WFN.SEPARATOR_COMP)

        # Del the last separator
        wfn = wfn[:-1]

        # Return the WFN string
        wfn.append(CPE2_3_WFN.CPE_SUFFIX)

        return "".join(wfn)


[docs]    def get_attribute_values(self, att_name):
        """
        Returns the values of attribute "att_name" of CPE Name.
        By default a only element in each part.

        :param string att_name: Attribute name to get
        :returns: List of attribute values
        :rtype: list
        :exception: ValueError - invalid attribute name
        """

        lc = []

        if not CPEComponent.is_valid_attribute(att_name):
            errmsg = "Invalid attribute name: {0}".format(att_name)
            raise ValueError(errmsg)

        for pk in CPE.CPE_PART_KEYS:
            elements = self.get(pk)
            for elem in elements:
                comp = elem.get(att_name)

                if (isinstance(comp, CPEComponentEmpty) or
                   isinstance(comp, CPEComponentUndefined)):

                    value = CPEComponent1_1.VALUE_EMPTY
                else:
                    value = comp.get_value()

                lc.append(value)
        return lc



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("tests/testfile_cpe1_1.txt")
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  Source code for cpe.cpe2_3

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module is used to the treatment of identifiers
of IT platforms (hardware, operating systems or applications of system)
in accordance with version 2.3 of CPE (Common Platform Enumeration)
specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpe import CPE


[docs]class CPE2_3(CPE):
    """
    Represents a generic CPE name compatible with
    all CPE name style of version 2.3 of CPE specification.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Constants of possible CPE name styles of 2.3 version

    #: Formatted string style of version 2.3 of CPE specification
    STYLE_FS = "FS"

    #: Uniform Resource Identifier(URI) style of version 2.3
    #: of CPE specification
    STYLE_URI = "URI"

    #: Well-Formed Name (WFN) style of version 2.3 of CPE specification
    STYLE_WFN = "WFN"

    #: Style of version 2.3 of CPE specification not set
    STYLE_UNDEFINED = "undefined"

    #: Version of CPE name
    VERSION = CPE.VERSION_2_3

    #: Style of CPE name
    STYLE = STYLE_UNDEFINED

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __new__(cls, cpe_str, *args, **kwargs):
        """
        Generator of CPE Names according to version 2.3.

        :param string cpe_str: CPE Name string
        :returns: CPE object of version 2.3 with style
            detected correctly
        :rtype: CPE2_3
        :exception: NotImplementedError - incorrect CPE Name or
            version of CPE not implemented

        This class implements the factory pattern, that is,
        this class centralizes the creation of objects of a particular
        CPE style of version 2.3, hiding the user the requested
        object instance.
        """

        from cpe2_3_fs import CPE2_3_FS
        from cpe2_3_uri import CPE2_3_URI
        from cpe2_3_wfn import CPE2_3_WFN

        # List of implemented styles of version 2.3 of CPE names
        _CPE_STYLES = {
            CPE2_3.STYLE_FS: CPE2_3_FS,
            CPE2_3.STYLE_URI: CPE2_3_URI,
            CPE2_3.STYLE_WFN: CPE2_3_WFN}

        errmsg = 'Style of version 2.3 of CPE not implemented'

        # Detect CPE version of input CPE name
        for s in _CPE_STYLES:
            try:
                # Validate CPE name
                c = _CPE_STYLES[s](cpe_str)
            except ValueError:
                # Test another style
                continue
            else:
                # Style detected
                return c

        raise NotImplementedError(errmsg)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE Name.

        :returns: Representation of CPE Name as string
        :rtype: string
        """

        return "CPE v{0} ({1}): {2}".format(CPE2_3.VERSION,
                                            self.STYLE,
                                            self.cpe_str)



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('tests/testfile_cpe2_3.txt')
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  Source code for cpe.comp.cpecomp2_3_wfn

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE name
of version 2.3 of CPE (Common Platform Enumeration) specification with
Well-Formed Name (WFN) style.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp2_3 import CPEComponent2_3

import re


[docs]class CPEComponent2_3_WFN(CPEComponent2_3):
    """
    Represents a component of version 2.3 of CPE specification with WFN style.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Patterns used to check the value of component
    _ESCAPE = r"\\"
    _PUNC_NO_DASH = "\!|\"|\;|\#|\$|\%|\&|\'|\(|\)|\+|\,|\.|\/|\:|\<|\=|\>|\@|\[|\]|\^|\`|\{|\||\}|\~"

    #: Separator of components of CPE name with URI style
    SEPARATOR_COMP = ", "

    #: Separator of attribute and value in pairs of component
    SEPARATOR_PAIR = "="

    #: Separator of language parts: language and region
    SEPARATOR_LANG = r"\-"

    # Logical values in string format

    #: Logical value associated with a any value logical value
    VALUE_ANY = "ANY"

    #: Logical value associated with a not applicable logical value
    VALUE_NA = "NA"

    #: Constant associated with wildcard to indicate a sequence of characters
    WILDCARD_MULTI = "*"
    #: Constant associated with wildcard to indicate a character
    WILDCARD_ONE = "?"

    ###############
    #  VARIABLES  #
    ###############

    _spec1 = "\{0}".format(WILDCARD_ONE)
    _spec2 = "\{0}".format(WILDCARD_MULTI)
    _spec_chrs = "{0}+|{1}".format(_spec1, _spec2)
    _special = "{0}|{1}".format(_spec1, _spec2)
    _punc_w_dash = "{0}|-".format(_PUNC_NO_DASH)
    _quoted1 = "{0}({1}|{2}|{3})".format(_ESCAPE, _ESCAPE, _special,
                                         _PUNC_NO_DASH)
    _quoted2 = "{0}({1}|{2}|{3})".format(_ESCAPE, _ESCAPE,
                                         _special, _punc_w_dash)
    _body1 = "\w|{0}".format(_quoted1)
    _body2 = "\w|{0}".format(_quoted2)
    _body = "(({0})({1})*)|{2}({3})+".format(_body1, _body2, _body2, _body2)
    _avstring_pattern = "^((({0})|(({1})({2})*))({3})?)$".format(_body,
                                                                 _spec_chrs,
                                                                 _body2,
                                                                 _spec_chrs)

    _value_rxc = re.compile(_avstring_pattern)

    ####################
    #  OBJECT METHODS  #
    ####################

    def _decode(self):
        """
        Convert the encoded value of component to standard value (WFN value) is
        not necessary in this case because the internal value is in WFN
        already.
        """

        pass

    def _is_valid_value(self):
        """
        Return True if the value of component in generic attribute is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._standard_value
        return CPEComponent2_3_WFN._value_rxc.match(comp_str) is not None

[docs]    def get_value(self):
        """
        Returns the encoded value of component.

        :returns: encoded value of component
        :rtype: string
        """

        # Add double quotes
        return '"{0}"'.format(super(CPEComponent2_3_WFN, self).get_value())


[docs]    def set_value(self, comp_str, comp_att):
        """
        Set the value of component.

        :param string comp_str: value of component
        :param string comp_att: attribute associated with comp_str
        :returns: None
        :exception: ValueError - incorrect value of component
        """

        # Del double quotes of value
        str = comp_str[1:-1]
        self._standard_value = str

        # Parse the value
        super(CPEComponent2_3_WFN, self).set_value(str, comp_att)



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("../tests/testfile_cpecomp2_3_wfn.txt")
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  Source code for cpe.comp.cpecomp2_3_uri_edpacked

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the packed edition component
of a CPE name of version 2.3 of CPE (Common Platform Enumeration)
specification with Universal Resource Identifier (URI) style.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp2_3_uri import CPEComponent2_3_URI


[docs]class CPEComponent2_3_URI_edpacked(CPEComponent2_3_URI):
    """
    Represents a packd edition component of version 2.3 of CPE
    specification with URI style.
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Separator of components of an edition attribute packed
    SEPARATOR_COMP = "~"

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __init__(self, comp_str):
        """
        Store the value of component.

        :param string comp_str: value of component value
        :returns: None
        :exception: ValueError - incorrect value of component
        """

        self.set_value(comp_str)


    def _decode(self):
        """
        The decoding of the value of this type of component is not necesaary.
        """

        pass

    def _is_valid_edition(self):
        """
        This function is not necesaary in this component.

        :returns: True
        :rtype: boolean
        """

        True

    def _is_valid_value(self):
        """
        This function is not necesaary in this component.

        :returns: True
        :rtype: boolean
        """

        True

[docs]    def set_value(self, comp_str):
        """
        Set the value of component.

        :param string comp_str: value of component
        :returns: None
        :exception: ValueError - incorrect value of component
        """

        self._is_negated = False
        self._encoded_value = comp_str
        self._standard_value = super(
            CPEComponent2_3_URI_edpacked, self)._decode()



if __name__ == "__main__":
    import doctest
    doctest.testmod()
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  Source code for cpe.comp.cpecomp1_1

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE name
of version 1.1 of CPE (Common Platform Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_simple import CPEComponentSimple
from cpecomp_undefined import CPEComponentUndefined
from cpecomp_empty import CPEComponentEmpty

import re


[docs]class CPEComponent1_1(CPEComponentSimple):
    """
    Represents a component of version 1.1 of CPE specification.

    TEST: simple value

    >>> value = "microsoft"
    >>> comp = CPEComponent1_1(value, CPEComponentSimple.ATT_VENDOR)
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Escape component separator
    _ESCAPE_SEPARATOR = "\\!"

    #: Pattern used in regular expression of the value of a component
    _STRING = "\w\.\-,\(\)@\#"

    #: Separator of components of CPE name with URI style
    SEPARATOR_COMP = ":"

    #: Characters of version 1.1 of CPE name to convert
    #: to standard value (WFN value)
    NON_STANDARD_VALUES = [".", "-", ",", "(", ")", "@", "#"]

    # Logical values in string format

    #: Logical value associated with a undefined component of CPE Name
    VALUE_UNDEFINED = None

    #: Logical value associated with a component without value set
    VALUE_EMPTY = ""

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __contains__(self, item):
        """
        Returns True if item is included in set of values of self.

        Comparatives in name matching of version 1.1 of CPE:

        | c = self._standard_value
        | d = item._standard_value

        | IF c is empty THEN match True.
        | ELSE IF c is a singleton AND c = d THEN match True.
        | ELSE IF c has form ~v AND v != d THEN match True.
        | ELSE IF c has form v1!v2!..!vn AND v = d for some v THEN match True.
        | ENDIF.

        :param CPEComponent item: component to find in self
        :returns: True if item is included in set of self
        :rtype: boolean

        TEST: two different simple values

        >>> comp1 = CPEComponent1_1('5.0', CPEComponentSimple.ATT_VERSION)
        >>> comp2 = CPEComponent1_1('9.0', CPEComponentSimple.ATT_VERSION)
        >>> comp1 in comp2
        False
        """

        if ((self == item) or
           isinstance(self, CPEComponentUndefined) or
           isinstance(self, CPEComponentEmpty)):

            return True

        dataset = self._standard_value
        dataitem = item._standard_value

        # len(self) == 1, check NOT operation
        if len(dataset) == 1:
            valset = dataset[0]
            if ((valset != dataitem) and
               self._is_negated and
               (not item._is_negated) and
               len(dataitem) == 1):

                return True
            else:
                return False

        # len(self) > 1, check OR operation
        eqNegated = self._is_negated == item._is_negated
        for elem in dataset:
            if ([elem] == dataitem) and eqNegated:
                return True

        return False


[docs]    def __repr__(self):
        """
        Returns a unambiguous representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        value = self.get_value()
        result = []

        if self._is_negated:
            value = value.replace("~", "")
            result.append("NOT ")

        result.append(self.__class__.__name__)
        result.append("(")
        result.append(value)
        result.append(")")

        return "".join(result)


    def _decode(self):
        """
        Convert the encoded value of component to standard value (WFN value).
        """

        s = self._encoded_value
        elements = s.replace('~', '').split('!')
        dec_elements = []

        for elem in elements:
            result = []
            idx = 0
            while (idx < len(elem)):
                # Get the idx'th character of s
                c = elem[idx]

                if (c in CPEComponent1_1.NON_STANDARD_VALUES):
                    # Escape character
                    result.append("\\")
                    result.append(c)
                else:
                    # Do nothing
                    result.append(c)

                idx += 1
            dec_elements.append("".join(result))

        self._standard_value = dec_elements

    def _is_valid_value(self):
        """
        Return True if the value of component in generic attribute is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._encoded_value

        value_pattern = []
        value_pattern.append("^((")
        value_pattern.append("~[")
        value_pattern.append(CPEComponent1_1._STRING)
        value_pattern.append("]+")
        value_pattern.append(")|(")
        value_pattern.append("[")
        value_pattern.append(CPEComponent1_1._STRING)
        value_pattern.append("]+(![")
        value_pattern.append(CPEComponent1_1._STRING)
        value_pattern.append("]+)*")
        value_pattern.append("))$")

        value_rxc = re.compile("".join(value_pattern))
        return value_rxc.match(comp_str) is not None

[docs]    def as_fs(self):
        r"""
        Returns the value of compoment encoded as formatted string.

        Inspect each character in value of component.
        Certain nonalpha characters pass thru without escaping
        into the result, but most retain escaping.

        :returns: Formatted string associated with the component
        :rtype: string

        TEST:

        >>> val = 'xp!vista'
        >>> comp1 = CPEComponent1_1(val, CPEComponentSimple.ATT_VERSION)
        >>> comp1.as_fs()
        'xp\\!vista'
        """

        result = []

        for s in self._standard_value:
            idx = 0
            while (idx < len(s)):
                c = s[idx]  # get the idx'th character of s
                if c != "\\":
                    # unquoted characters pass thru unharmed
                    result.append(c)
                else:
                    # Escaped characters are examined
                    nextchr = s[idx + 1]

                    if ((nextchr == ".") or (nextchr == "-")
                       or (nextchr == "_")):
                        # the period, hyphen and underscore pass unharmed
                        result.append(nextchr)
                        idx += 1
                    else:
                        # all others retain escaping
                        result.append("\\")
                        result.append(nextchr)
                        idx += 2
                        continue
                idx += 1
            result.append(CPEComponent1_1._ESCAPE_SEPARATOR)

        return "".join(result[0:-1])


[docs]    def as_uri_2_3(self):
        """
        Returns the value of compoment encoded as URI string.

        Scans an input string s and applies the following transformations:

        - Pass alphanumeric characters thru untouched
        - Percent-encode quoted non-alphanumerics as needed
        - Unquoted special characters are mapped to their special forms.

        :returns: URI string
        :rtype: string

        TEST:

        >>> val = '#nvidi@'
        >>> comp1 = CPEComponent1_1(val, CPEComponentSimple.ATT_VENDOR)
        >>> comp1.as_uri_2_3()
        '%23nvidi%40'
        """

        separator = CPEComponentSimple._pct_encode_uri("!")
        result = []

        for s in self._standard_value:
            idx = 0
            while (idx < len(s)):
                thischar = s[idx]  # get the idx'th character of s

                # alphanumerics (incl. underscore) pass untouched
                if (CPEComponentSimple._is_alphanum(thischar)):
                    result.append(thischar)
                    idx += 1
                    continue

                # escape character
                if (thischar == "\\"):
                    idx += 1
                    nxtchar = s[idx]
                    result.append(CPEComponentSimple._pct_encode_uri(nxtchar))
                    idx += 1
                    continue

                idx += 1

            result.append(separator)

        return "".join(result[0:-1])


[docs]    def as_wfn(self):
        r"""
        Returns the value of compoment encoded as Well-Formed Name (WFN)
        string.

        :returns: WFN string
        :rtype: string

        TEST:

        >>> val = 'xp!vista'
        >>> comp1 = CPEComponent1_1(val, CPEComponentSimple.ATT_VERSION)
        >>> comp1.as_wfn()
        'xp\\!vista'
        """

        result = []

        for s in self._standard_value:
            result.append(s)
            result.append(CPEComponent1_1._ESCAPE_SEPARATOR)

        return "".join(result[0:-1])


[docs]    def set_value(self, comp_str, comp_att):
        """
        Set the value of component. By default, the component has a simple
        value.

        :param string comp_att: attribute associated with value of component
        :returns: None
        :exception: ValueError - incorrect value of component

        TEST:

        >>> val = 'xp!vista'
        >>> val2 = 'sp2'
        >>> att = CPEComponentSimple.ATT_VERSION
        >>> comp1 = CPEComponent1_1(val, att)
        >>> comp1.set_value(val2, att)
        >>> comp1.get_value()
        'sp2'
        """

        super(CPEComponent1_1, self).set_value(comp_str, comp_att)
        self._is_negated = comp_str.startswith('~')



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("../tests/testfile_cpecomp1_1.txt")
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  Source code for cpe.comp.cpecomp2_3

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE name
of version 2.3 of CPE (Common Platform Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_simple import CPEComponentSimple

import re


[docs]class CPEComponent2_3(CPEComponentSimple):
    """
    Represents a component of version 2.3 of CPE specification.
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __repr__(self):
        """
        Returns a unambiguous representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        value = self.get_value()

        return "{0}({1})".format(self.__class__.__name__, value)


    def _is_valid_language(self):
        """
        Return True if the value of component in attribute "language" is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean

        CASE 1: Language part with/without region part
        CASE 2: Language part without region part
        CASE 3: Region part with language part
        CASE 4: Region part without language part
        """

        def check_generic_language(self, value):
            """
            Check possible values in language part
            when region part exists or not in language value.

            Possible values of language attribute: a=letter
            | *a
            | *aa
            | aa
            | aaa
            | ?a
            | ?aa
            | ??
            | ??a
            | ???
            """
            lang_pattern = []
            lang_pattern.append("^(\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append("[a-z]{1,2}")
            lang_pattern.append("|\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append("(([a-z][a-z]?)|(\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append("(\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append("|[a-z])?))")
            lang_pattern.append("|([a-z]{2,3}))$")

            lang_rxc = re.compile("".join(lang_pattern))

            return lang_rxc.match(value)

        def check_language_without_region(self, value):
            """
            Check possible values in language part
            when region part not exist in language value.

            Possible values of language attribute: a=letter
            | a?
            | aa?
            | a??
            | a*
            | aa*
            | aaa*
            | *a*
            | *a?
            | ?a*
            | ?a?
            """
            lang_pattern = []
            lang_pattern.append("^([a-z]")
            lang_pattern.append("([a-z](\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append("|\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append("|")
            lang_pattern.append("([a-z]\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append("))")
            lang_pattern.append("|")
            lang_pattern.append("\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append("(\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append(")?")
            lang_pattern.append("|\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append(")|\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append("[a-z](\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append("|\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append(")")
            lang_pattern.append("|\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append("[a-z](\\")
            lang_pattern.append(self.WILDCARD_MULTI)
            lang_pattern.append("|\\")
            lang_pattern.append(self.WILDCARD_ONE)
            lang_pattern.append(")")
            lang_pattern.append(")$")

            lang_rxc = re.compile("".join(lang_pattern))

            return lang_rxc.match(value)

        def check_region_with_language(self, value):
            """
            Check possible values in region part when language part exists.

            Possible values of language attribute: a=letter, 1=digit
            | *
            | a*
            | a?
            | aa
            | ??
            | 1*
            | 1??
            | 11*
            | 11?
            | 111
            | ???
            """
            region_pattern = []
            region_pattern.append("^(")
            region_pattern.append("(\\")
            region_pattern.append(self.WILDCARD_MULTI)
            region_pattern.append(")|((\\")
            region_pattern.append(self.WILDCARD_ONE)
            region_pattern.append("){2,3})|([a-z]([a-z]|\\")
            region_pattern.append(self.WILDCARD_MULTI)
            region_pattern.append("|\\")
            region_pattern.append(self.WILDCARD_ONE)
            region_pattern.append("))|([0-9](\\")
            region_pattern.append(self.WILDCARD_MULTI)
            region_pattern.append("|\\")
            region_pattern.append(self.WILDCARD_ONE)
            region_pattern.append("(\\")
            region_pattern.append(self.WILDCARD_ONE)
            region_pattern.append(")?|[0-9][0-9\\")
            region_pattern.append(self.WILDCARD_MULTI)
            region_pattern.append("\\")
            region_pattern.append(self.WILDCARD_ONE)
            region_pattern.append("])))$")

            region_rxc = re.compile("".join(region_pattern))
            return region_rxc.match(region)

        def check_region_without_language(self, value):
            """
            Check possible values in region part when language part not exist.

            Possible values of language attribute: 1=digit
            | *111
            | *11
            | *1
            """
            region_pattern = []
            region_pattern.append("^(")
            region_pattern.append("(\\")
            region_pattern.append(self.WILDCARD_MULTI)
            region_pattern.append("[0-9])")
            region_pattern.append("([0-9]([0-9])?)?")
            region_pattern.append(")$")

            region_rxc = re.compile("".join(region_pattern))
            return region_rxc.match(region)

        comp_str = self._encoded_value.lower()

        # Value with wildcards; separate language and region of value
        parts = comp_str.split(self.SEPARATOR_LANG)
        language = parts[0]
        region_exists = len(parts) == 2

        # Check the language part
        if check_generic_language(self, language) is not None:
            # Valid language, check region part
            if region_exists:
                # Region part exists; check it
                region = parts[1]
                return (check_region_with_language(self, region) is not None)
            else:
                # Not region part
                return True
        elif check_language_without_region(self, language) is not None:
            # Language without region; region part should not exist
            return not region_exists
        else:
            # Language part not exist; check region part
            region = parts[0]
            return check_region_without_language(self, region) is not None

    def _is_valid_part(self):
        """
        Return True if the value of component in attribute "part" is valid,
        and otherwise False.

        :returns: True if value of component is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._encoded_value

        # Check if value of component do not have wildcard
        if ((comp_str.find(self.WILDCARD_ONE) == -1) and
           (comp_str.find(self.WILDCARD_MULTI) == -1)):

            return super(CPEComponent2_3, self)._is_valid_part()

        # Compilation of regular expression associated with value of part
        part_pattern = "^(\{0}|\{1})$".format(self.WILDCARD_ONE,
                                              self.WILDCARD_MULTI)
        part_rxc = re.compile(part_pattern)

        return part_rxc.match(comp_str) is not None
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  Source code for cpe.comp.cpecomp

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE Name and
compare it with others.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

import types


[docs]class CPEComponent(object):
    """
    Represents a generic component of CPE Name,
    compatible with the components of all versions of CPE specification.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Constants of possible versions of CPE components

    #: Version 1.1 of CPE component
    COMP_1_1 = "1.1"

    #: Version 2.2 of CPE component
    COMP_2_2 = "2.2"

    #: Version 2.3 with WFN style of CPE component
    COMP_2_3_WFN = "2.3_wfn"

    #: Version 2.3 with URI style of CPE component
    COMP_2_3_URI = "2.3_uri"

    #: Version 2.3 with formatted string style of CPE component
    COMP_2_3_FS = "2.3_fs"

    # Attributes associated with components of all versions of CPE

    #: Part attribute of CPE Name that indicates the type of system
    #: associated with the product
    ATT_PART = "part"

    #: Vendor attribute of CPE Name that describes or identify the person or
    #: organization that manufactured or created the product
    ATT_VENDOR = "vendor"

    #: Product attribute of CPE Name that describes or identify the most common
    #: and recognizable title or name of the product
    ATT_PRODUCT = "product"

    #: Version attribute of CPE Name that indicates vendor-specific
    #: alphanumeric strings characterizing the particular release version
    #: of the product
    ATT_VERSION = "version"

    #: Version attribute of CPE Name that indicates vendor-specific
    #: alphanumeric strings characterizing the particular update,
    #: service pack, or point release of the product
    ATT_UPDATE = "update"

    #: Edition attribute of CPE Name that captures the edition-related terms
    #: applied by the vendor to the product
    ATT_EDITION = "edition"

    #: Language attribute of CPE Name that defines the language supported
    #: in the user interface of the product being described
    ATT_LANGUAGE = "language"

    # Attributes associated with components of version 2.3 of CPE

    #: SW_edition attribute of version 2.3 of CPE Name that characterizes
    #: how the product is tailored to a particular market or class of
    #: end users
    ATT_SW_EDITION = "sw_edition"

    #: Target_SW attribute of version 2.3 of CPE Name that characterizes the
    #: software computing environment within which the product operates
    ATT_TARGET_SW = "target_sw"

    #: Target_HW attribute of version 2.3 of CPE Name that characterizes the
    #: instruction set architecture (e.g., x86) on which the product being
    #: described or identified by the WFN operates
    ATT_TARGET_HW = "target_hw"

    #: Other attribute of version 2.3 of CPE Name that capture any other
    #: general descriptive or identifying information which is vendor-
    #: or product-specific and which does not logically fit in any other
    #: attribute value
    ATT_OTHER = "other"

    #: List of attribute names associated with CPE Name components
    #: (versions 1.1 and 2.2 of CPE specification)
    CPE_COMP_KEYS = (ATT_PART,
                     ATT_VENDOR,
                     ATT_PRODUCT,
                     ATT_VERSION,
                     ATT_UPDATE,
                     ATT_EDITION,
                     ATT_LANGUAGE)

    #: List of attribute names associated with CPE Name components
    #: of version 2.3
    CPE_COMP_KEYS_EXTENDED = (ATT_PART,
                              ATT_VENDOR,
                              ATT_PRODUCT,
                              ATT_VERSION,
                              ATT_UPDATE,
                              ATT_EDITION,
                              ATT_LANGUAGE,
                              ATT_SW_EDITION,
                              ATT_TARGET_SW,
                              ATT_TARGET_HW,
                              ATT_OTHER)

    # Possible values of "part" attribute of CPE (type of system)

    #: Value of part attribute associated with a hardware system
    VALUE_PART_HW = "h"

    #: Value of part attribute associated with an operating system
    VALUE_PART_OS = "o"

    #: Value of part attribute associated with an application
    VALUE_PART_APP = "a"

    #: Value of part attribute that indicates a CPE Name with
    #: undefined type of system
    VALUE_PART_UNDEFINED = "u"

    #: Possible values of a type of system in CPE specification:
    #: hardware, operating system, software and undefined
    SYSTEM_VALUES = (VALUE_PART_HW,
                     VALUE_PART_OS,
                     VALUE_PART_APP,
                     VALUE_PART_UNDEFINED)

    ###############
    #  VARIABLES  #
    ###############

    #: Order of attributes of CPE Name components
    ordered_comp_parts = {0: ATT_PART,
                          1: ATT_VENDOR,
                          2: ATT_PRODUCT,
                          3: ATT_VERSION,
                          4: ATT_UPDATE,
                          5: ATT_EDITION,
                          6: ATT_LANGUAGE,
                          7: ATT_SW_EDITION,
                          8: ATT_TARGET_SW,
                          9: ATT_TARGET_HW,
                          10: ATT_OTHER}

    ###################
    #  CLASS METHODS  #
    ###################

    @classmethod
[docs]    def is_valid_attribute(cls, att_name):
        """
        Check if input attribute name is correct.

        :param string att_name: attribute name to check
        :returns: True is attribute name is valid, otherwise False
        :rtype: boolean

        TEST: a wrong attribute

        >>> from cpecomp import CPEComponent
        >>> att = CPEComponent.ATT_PRODUCT
        >>> CPEComponent.is_valid_attribute(att)
        True
        """

        return att_name in CPEComponent.CPE_COMP_KEYS_EXTENDED

    ####################
    #  OBJECT METHODS  #
    ####################


[docs]    def __contains__(self, item):
        """
        Returns True if item is included in set of values of self.

        :param CPEComponent item: component to find in self
        :returns: True if item is included in set of self, otherwise False
        :rtype: boolean
        """

        from cpecomp_undefined import CPEComponentUndefined
        from cpecomp_empty import CPEComponentEmpty
        from cpecomp_anyvalue import CPEComponentAnyValue

        if ((self == item) or
           isinstance(self, CPEComponentUndefined) or
           isinstance(self, CPEComponentEmpty) or
           isinstance(self, CPEComponentAnyValue)):

            return True

        return False


[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other == self, False otherwise
        :rtype: boolean
        """

        len_self = len(self._standard_value)
        len_other = len(other._standard_value)

        if isinstance(self._standard_value, types.ListType):
            # Self is version 1.1 of CPE Name
            if isinstance(other._standard_value, types.ListType):
                # Other is version 1.1 of CPE Name
                value_self = self._standard_value
                value_other = other._standard_value

            # Other is higher version than to 1.1 of CPE Name
            elif len_self == 1:
                value_self = self._standard_value[0]
                value_other = other._standard_value

            else:
                # The comparation between components is impossible
                return False
        else:
            # Self is higher version than 1.1 of CPE Name
            if isinstance(other._standard_value, types.ListType):
                # Other is version 1.1 of CPE Name
                if len_other == 1:
                    value_self = self._standard_value
                    value_other = other._standard_value[0]

                else:
                    # The comparation between components is impossible
                    return False
            else:
                value_self = self._standard_value
                value_other = other._standard_value

        return ((value_self == value_other) and
               (self._is_negated == other._is_negated))


[docs]    def __init__(self, comp_str):
        """
        Store the value of component.

        :param string comp_str: value of component value
        :returns: None
        """

        self._is_negated = False
        self._encoded_value = comp_str
        self._standard_value = [comp_str]


[docs]    def __ne__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are not equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other != self, False otherwise
        :rtype: boolean
        """

        return not (self == other)


[docs]    def __repr__(self):
        """
        Returns a unambiguous representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return "{0}()".format(self.__class__.__name__)



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp.txt')
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  Source code for cpe.comp.cpecomp_simple

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the string components
of a CPE name and compare it with others.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp import CPEComponent

import re


[docs]class CPEComponentSimple(CPEComponent):
    """
    Represents a generic string component of CPE name,
    compatible with the components of all versions of CPE specification.
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Pattern to check if a character is a alphanumeric or underscore
    _ALPHANUM_PATTERN = "\w"

    #: Pattern to check the value of language component of CPE name
    _LANGTAG_PATTERN = "^([a-z]{2,3}(-([a-z]{2}|[\d]{3}))?)$"

    #: Pattern to check the value of part component of CPE name
    _PART_PATTERN = "^(h|o|a)$"

    ###############
    #  VARIABLES  #
    ###############

    #: Characters to convert to percent-encoded characters when converts
    #: WFN to URI
    spechar_to_pce = {
        '!': "%21",
        '"': "%22",
        '#': "%23",
        '$': "%24",
        '%': "%25",
        '&': "%26",
        '\'': "%27",
        '(': "%28",
        ')': "%29",
        '*': "%2a",
        '+': "%2b",
        ',': "%2c",
        '/': "%2f",
        ':': "%3a",
        ';': "%3b",
        '<': "%3c",
        '=': "%3d",
        '>': "%3e",
        '?': "%3f",
        '@': "%40",
        '[': "%5b",
        '\\': "%5c",
        ']': "%5d",
        '^': "%5e",
        '`': "%60",
        '{': "%7b",
        '|': "%7c",
        '}': "%7d",
        '~': "%7e"}

    ###################
    #  CLASS METHODS  #
    ###################

    @classmethod
    def _is_alphanum(cls, c):
        """
        Returns True if c is an uppercase letter, a lowercase letter,
        a digit or an underscore, otherwise False.

        :param string c: Character to check
        :returns: True if char is alphanumeric or an underscore,
            False otherwise
        :rtype: boolean

        TEST: a wrong character
        >>> c = "#"
        >>> CPEComponentSimple._is_alphanum(c)
        False
        """

        alphanum_rxc = re.compile(CPEComponentSimple._ALPHANUM_PATTERN)
        return (alphanum_rxc.match(c) is not None)

    @classmethod
    def _pct_encode_uri(cls, c):
        """
        Return the appropriate percent-encoding of character c (URI string).
        Certain characters are returned without encoding.

        :param string c: Character to check
        :returns: Encoded character as URI
        :rtype: string

        TEST:

        >>> c = '.'
        >>> CPEComponentSimple._pct_encode_uri(c)
        '.'

        TEST:

        >>> c = '@'
        >>> CPEComponentSimple._pct_encode_uri(c)
        '%40'
        """

        CPEComponentSimple.spechar_to_pce['-'] = c  # bound without encoding
        CPEComponentSimple.spechar_to_pce['.'] = c  # bound without encoding

        return CPEComponentSimple.spechar_to_pce[c]

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __init__(self, comp_str, comp_att):
        """
        Store the value of component.

        :param string comp_str: value of component value
        :param string comp_att: attribute associated with component value
        :returns: None
        :exception: ValueError - incorrect value of component
        """

        super(CPEComponentSimple, self).__init__(comp_str)
        self._standard_value = self._standard_value
        self.set_value(comp_str, comp_att)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return self.get_value()


    def _is_valid_edition(self):
        """
        Return True if the value of component in attribute "edition" is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        return self._is_valid_value() is not None

    def _is_valid_language(self):
        """
        Return True if the value of component in attribute "language" is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._encoded_value.lower()
        lang_rxc = re.compile(CPEComponentSimple._LANGTAG_PATTERN)
        return lang_rxc.match(comp_str) is not None

    def _is_valid_part(self):
        """
        Return True if the value of component in attribute "part" is valid,
        and otherwise False.

        :returns: True if value of component is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._encoded_value.lower()
        part_rxc = re.compile(CPEComponentSimple._PART_PATTERN)
        return part_rxc.match(comp_str) is not None

    def _is_valid_value(self):
        """
        Return True if the value of component in generic attribute is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        :exception: NotImplementedError - class method not implemented
        """

        errmsg = "Class method not implemented. Use the method of some child class"
        raise NotImplementedError(errmsg)

    def _parse(self, comp_att):
        """
        Check if the value of component is correct in the attribute "comp_att".

        :param string comp_att: attribute associated with value of component
        :returns: None
        :exception: ValueError - incorrect value of component
        """

        errmsg = "Invalid attribute '{0}'".format(comp_att)

        if not CPEComponent.is_valid_attribute(comp_att):
            raise ValueError(errmsg)

        comp_str = self._encoded_value

        errmsg = "Invalid value of attribute '{0}': {1}".format(
            comp_att, comp_str)

        # Check part (system type) value
        if comp_att == CPEComponentSimple.ATT_PART:
            if not self._is_valid_part():
                raise ValueError(errmsg)

        # Check language value
        elif comp_att == CPEComponentSimple.ATT_LANGUAGE:
            if not self._is_valid_language():
                raise ValueError(errmsg)

        # Check edition value
        elif comp_att == CPEComponentSimple.ATT_EDITION:
            if not self._is_valid_edition():
                raise ValueError(errmsg)

        # Check other type of component value
        elif not self._is_valid_value():
            raise ValueError(errmsg)

[docs]    def as_fs(self):
        """
        Returns the value of component encoded as formatted string.

        Inspect each character in value of component.
        Certain nonalpha characters pass thru without escaping
        into the result, but most retain escaping.

        :returns: Formatted string associated with component
        :rtype: string
        """

        s = self._standard_value
        result = []
        idx = 0
        while (idx < len(s)):

            c = s[idx]  # get the idx'th character of s
            if c != "\\":
                # unquoted characters pass thru unharmed
                result.append(c)
            else:
                # Escaped characters are examined
                nextchr = s[idx + 1]

                if (nextchr == ".") or (nextchr == "-") or (nextchr == "_"):
                    # the period, hyphen and underscore pass unharmed
                    result.append(nextchr)
                    idx += 1
                else:
                    # all others retain escaping
                    result.append("\\")
                    result.append(nextchr)
                    idx += 2
                    continue
            idx += 1

        return "".join(result)


[docs]    def as_uri_2_3(self):
        """
        Returns the value of component encoded as URI string.

        Scans an input string s and applies the following transformations:

        - Pass alphanumeric characters thru untouched
        - Percent-encode quoted non-alphanumerics as needed
        - Unquoted special characters are mapped to their special forms.

        :returns: URI string associated with component
        :rtype: string
        """

        s = self._standard_value
        result = []
        idx = 0
        while (idx < len(s)):
            thischar = s[idx]  # get the idx'th character of s

            # alphanumerics (incl. underscore) pass untouched
            if (CPEComponentSimple._is_alphanum(thischar)):
                result.append(thischar)
                idx += 1
                continue

            # escape character
            if (thischar == "\\"):
                idx += 1
                nxtchar = s[idx]
                result.append(CPEComponentSimple._pct_encode_uri(nxtchar))
                idx += 1
                continue

            # Bind the unquoted '?' special character to "%01".
            if (thischar == "?"):
                result.append("%01")

            # Bind the unquoted '*' special character to "%02".
            if (thischar == "*"):
                result.append("%02")

            idx += 1

        return "".join(result)


[docs]    def as_wfn(self):
        """
        Returns the value of component encoded as Well-Formed Name (WFN)
        string.

        :returns: WFN string associated with component
        :rtype: string
        """

        return self._standard_value


[docs]    def get_value(self):
        """
        Returns the encoded value of component.

        :returns: The encoded value of component
        :rtype: string
        """

        return self._encoded_value


[docs]    def set_value(self, comp_str, comp_att):
        """
        Set the value of component. By default, the component has a simple
        value.

        :param string comp_str: new value of component
        :param string comp_att: attribute associated with value of component
        :returns: None
        :exception: ValueError - incorrect value of component
        """

        old_value = self._encoded_value
        self._encoded_value = comp_str

        # Check the value of component
        try:
            self._parse(comp_att)
        except ValueError:
            # Restore old value of component
            self._encoded_value = old_value
            raise

        # Convert encoding value to standard value (WFN)
        self._decode()



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp_simple.txt')
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  Source code for cpe.comp.cpecomp_notapplicable

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to create a component of CPE name with a
not applicable value.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_logical import CPEComponentLogical


[docs]class CPEComponentNotApplicable(CPEComponentLogical):
    """
    Represents a component of CPE name with a not applicable value,
    compatible with the components of all versions of CPE specification.

    For example, in version 2.3 of CPE specification, an component "not
    applicable" is update attribute in CPE name cpe:/a:microsft:windows:me:-.
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __contains__(self, item):
        """
        Returns True if item is included in set of values of self.

        :param CPEComponent item: component to find in self
        :returns: True if item is included in set of self
        :rtype: boolean
        """

        return (self == item)


[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other == self, False otherwise
        :rtype: boolean
        """

        return isinstance(other, CPEComponentNotApplicable)


[docs]    def __init__(self):
        """
        Initializes the component.
        """

        super(CPEComponentNotApplicable, self).__init__(
            CPEComponentLogical._VALUE_INT_NA)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return "<NA>"



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp_notapplicable.txt')
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  Source code for cpe.comp.cpecomp2_3_fs

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE name
of version 2.3 of CPE (Common Platform Enumeration) specification
with formatted string style.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp2_3 import CPEComponent2_3
from cpecomp2_3_wfn import CPEComponent2_3_WFN
from cpecomp_simple import CPEComponentSimple

import re


[docs]class CPEComponent2_3_FS(CPEComponent2_3):
    """
    Represents a component of version 2.3 of CPE specification with URI style.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Patterns used to check the value of component
    _UNRESERVED = "\w|\.|\-"
    _PUNC = "\!|\"|\;|\#|\$|\%|\&|\'|\(|\)|\+|\,|\/|\:|\<|\=|\>|\@|\[|\]|\^|\`|\{|\||\}|\~|\-"

    #: Separator of components of CPE name with URI style
    SEPARATOR_COMP = ":"

    #: Separator of language parts: language and region
    SEPARATOR_LANG = "-"

    # Logical values in string format

    #: Logical value associated with a any value logical value
    VALUE_ANY = "*"

    #: Logical value associated with a not applicable logical value
    VALUE_NA = "-"

    #: Constant associated with wildcard to indicate a sequence of characters
    WILDCARD_MULTI = CPEComponent2_3_WFN.WILDCARD_MULTI
    #: Constant associated with wildcard to indicate a character
    WILDCARD_ONE = CPEComponent2_3_WFN.WILDCARD_ONE

    ###############
    #  VARIABLES  #
    ###############

    # Compilation of regular expression associated with value of CPE part
    _logical = "(\{0}|{1})".format(VALUE_ANY, VALUE_NA)
    _quest = "\{0}".format(WILDCARD_ONE)
    _asterisk = "\{0}".format(WILDCARD_MULTI)
    _special = "{0}|{1}".format(_quest, _asterisk)
    _spec_chrs = "{0}+|{1}".format(_quest, _asterisk)
    _quoted = r"\\(\\" + "|{0}|{1})".format(_special, _PUNC)
    _avstring = "{0}|{1}".format(_UNRESERVED, _quoted)
    _value_string_pattern = "^(({0}+|{1}*({2})+|{3}({4})+)({5})?|{6})$".format(
        _quest, _quest, _avstring, _asterisk, _avstring, _spec_chrs, _logical)

    _part_value_rxc = re.compile(_value_string_pattern)

    ####################
    #  OBJECT METHODS  #
    ####################

    def _decode(self):
        """
        Convert the characters of string s to standard value (WFN value).
        Inspect each character in value of component. Copy quoted characters,
        with their escaping, into the result. Look for unquoted non
        alphanumerics and if not "*" or "?", add escaping.

        :exception: ValueError - invalid character in value of component
        """

        result = []
        idx = 0
        s = self._encoded_value
        embedded = False

        errmsg = []
        errmsg.append("Invalid character '")

        while (idx < len(s)):
            c = s[idx]  # get the idx'th character of s
            errmsg.append(c)
            errmsg.append("'")
            errmsg_str = "".join(errmsg)

            if (CPEComponentSimple._is_alphanum(c)):
                # Alphanumeric characters pass untouched
                result.append(c)
                idx += 1
                embedded = True
                continue

            if c == "\\":
                # Anything quoted in the bound string stays quoted
                # in the unbound string.
                result.append(s[idx: idx + 2])
                idx += 2
                embedded = True
                continue

            if (c == CPEComponent2_3_FS.WILDCARD_MULTI):
                # An unquoted asterisk must appear at the beginning or
                # end of the string.
                if (idx == 0) or (idx == (len(s) - 1)):
                    result.append(c)
                    idx += 1
                    embedded = True
                    continue
                else:
                    raise ValueError(errmsg_str)

            if (c == CPEComponent2_3_FS.WILDCARD_ONE):
                # An unquoted question mark must appear at the beginning or
                # end of the string, or in a leading or trailing sequence:
                # - ? legal at beginning or end
                # - embedded is false, so must be preceded by ?
                # - embedded is true, so must be followed by ?
                if (((idx == 0) or (idx == (len(s) - 1))) or
                   ((not embedded) and (s[idx - 1] == CPEComponent2_3_FS.WILDCARD_ONE)) or
                   (embedded and (s[idx + 1] == CPEComponent2_3_FS.WILDCARD_ONE))):
                    result.append(c)
                    idx += 1
                    embedded = False
                    continue
                else:
                    raise ValueError(errmsg_str)

            # all other characters must be quoted
            result.append("\\")
            result.append(c)
            idx += 1
            embedded = True

        self._standard_value = "".join(result)

    def _is_valid_value(self):
        """
        Return True if the value of component in generic attribute is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._standard_value[0]
        return CPEComponent2_3_FS._part_value_rxc.match(comp_str) is not None


if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("../tests/testfile_cpecomp2_3_fs.txt")
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  Source code for cpe.comp.cpecomp_anyvalue

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to create a component of CPE name that represents any value.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_logical import CPEComponentLogical


[docs]class CPEComponentAnyValue(CPEComponentLogical):
    """
    Represents a component of CPE name without a particular value,
    compatible with the components of all versions of CPE specification.

    For example, in version 2.3 of CPE specification, an component "any value"
    is other attribute in CPE name
    cpe:2.3:a:microsft:windows:xp:\*:\*:\*:\*:\*:\*:\*.
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other == self, False otherwise
        :rtype: boolean
        """

        from cpecomp_empty import CPEComponentEmpty
        from cpecomp_undefined import CPEComponentUndefined

        return (isinstance(other, CPEComponentUndefined) or
                isinstance(other, CPEComponentEmpty) or
                isinstance(other, CPEComponentAnyValue))


[docs]    def __init__(self):
        """
        Initializes the component.
        """

        super(CPEComponentAnyValue, self).__init__(
            CPEComponentLogical._VALUE_INT_ANY)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return "<ANY>"



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp_anyvalue.txt')
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  Source code for cpe.comp.cpecomp_undefined

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to create an undefined component of CPE name.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_logical import CPEComponentLogical


[docs]class CPEComponentUndefined(CPEComponentLogical):
    """
    Represents an undefined component of CPE name,
    compatible with the components of all versions of CPE specification.

    For example, in version 1.1 of CPE specification, an undefined component
    is edition attribute in CPE name cpe:/microsft:windows:xp.
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __contains__(self, item):
        """
        Returns True if item is included in set of values of self.

        :param CPEComponent item: component to find in self
        :returns: True if item is included in set of self
        :rtype: boolean
        """

        return super(CPEComponentUndefined, self).__contains__(item)


[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other == self, False otherwise
        """

        from cpecomp_anyvalue import CPEComponentAnyValue
        from cpecomp_empty import CPEComponentEmpty

        return (isinstance(other, CPEComponentUndefined) or
                isinstance(other, CPEComponentEmpty) or
                isinstance(other, CPEComponentAnyValue))


[docs]    def __init__(self):
        """
        Initializes the component.
        """

        super(CPEComponentUndefined, self).__init__(
            CPEComponentLogical._VALUE_INT_UNDEFINED)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return "<UNDEFINED>"



if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp_undefined.txt')
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  Source code for cpe.comp.cpecomp_empty

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to create an empty component of CPE name.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_logical import CPEComponentLogical


[docs]class CPEComponentEmpty(CPEComponentLogical):
    """
    Represents an empty component of CPE name,
    compatible with the components of all versions of CPE specification.

    For example, in version 1.1 of CPE specification, an empty component
    is version attribute in CPE name cpe:/microsft:windows::sp2.
    """

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __eq__(self, other):
        """
        Returns True if other (first element of operation) and
        self (second element of operation) are equal components,
        false otherwise.

        :param CPEComponent other: component to compare
        :returns: True if other == self, False otherwise
        :rtype: boolean
        """

        from cpecomp_anyvalue import CPEComponentAnyValue
        from cpecomp_undefined import CPEComponentUndefined

        return (isinstance(other, CPEComponentEmpty) or
                isinstance(other, CPEComponentUndefined) or
                isinstance(other, CPEComponentAnyValue))


[docs]    def __init__(self):
        """
        Initializes the component.
        """

        super(CPEComponentEmpty, self).__init__(
            CPEComponentLogical._VALUE_INT_EMPTY)


[docs]    def __str__(self):
        """
        Returns a human-readable representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return "<EMPTY>"




if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile('../tests/testfile_cpecomp_empty.txt')
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  Source code for cpe.comp.cpecomp2_2

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE name
of version 2.2 of CPE (Common Platform Enumeration) specification.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp_simple import CPEComponentSimple

import re


[docs]class CPEComponent2_2(CPEComponentSimple):
    """
    Represents a component of version 2.2 of CPE specification.

    TEST: simple value

    >>> value = "microsoft"
    >>> comp = CPEComponent2_2(value, CPEComponentSimple.ATT_VENDOR)
    """

    ###############
    #  CONSTANTS  #
    ###############

    #: Pattern used to check the value of component
    _VALUE_PATTERN = "^([\d\w\._\-~%]+)$"

    #: Separator of components of CPE name with URI style
    SEPARATOR_COMP = ":"

    #: Characters of version 2.2 of CPE name to convert
    #: to standard value (WFN value)
    NON_STANDARD_VALUES = [".", "-", "~", "%"]

    # Logical values in string format

    #: Logical value associated with a undefined component of CPE Name
    VALUE_UNDEFINED = None

    #: Logical value associated with a component without value set
    VALUE_EMPTY = ""

    ###############
    #  VARIABLES  #
    ###############

    #: Compilation of pattern used to check the value of component
    _value_rxc = re.compile(_VALUE_PATTERN)

    ####################
    #  OBJECT METHODS  #
    ####################

[docs]    def __repr__(self):
        """
        Returns a unambiguous representation of CPE component.

        :returns: Representation of CPE component as string
        :rtype: string
        """

        return "{0}({1})".format(self.__class__.__name__, self.get_value())


    def _decode(self):
        """
        Convert the encoded value of component to standard value (WFN value).
        """

        result = []
        idx = 0
        s = self._encoded_value

        while (idx < len(s)):
            # Get the idx'th character of s
            c = s[idx]

            if (c in CPEComponent2_2.NON_STANDARD_VALUES):
                # Escape character
                result.append("\\")
                result.append(c)
            else:
                # Do nothing
                result.append(c)

            idx += 1

        self._standard_value = "".join(result)

    def _is_valid_value(self):
        """
        Return True if the value of component in generic attribute is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._encoded_value
        return CPEComponent2_2._value_rxc.match(comp_str) is not None


if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("../tests/testfile_cpecomp2_2.txt")
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  Source code for cpe.comp.cpecomp2_3_uri

#!/usr/bin/env python
# -*- coding: utf-8 -*-

"""
This file is part of cpe package.

This module allows to store the value of the components of a CPE name
of version 2.3 of CPE (Common Platform Enumeration) specification
with Universal Resource Identifier (URI) style.

Copyright (C) 2013  Alejandro Galindo García, Roberto Abdelkader Martínez Pérez

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU Lesser General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

For any problems using the cpe package, or general questions and
feedback about it, please contact:

- Alejandro Galindo García: galindo.garcia.alejandro@gmail.com
- Roberto Abdelkader Martínez Pérez: robertomartinezp@gmail.com
"""

from cpecomp2_3 import CPEComponent2_3
from cpecomp2_3_wfn import CPEComponent2_3_WFN

import re


[docs]class CPEComponent2_3_URI(CPEComponent2_3):
    """
    Represents a component of version 2.3 of CPE specification with URI style.
    """

    ###############
    #  CONSTANTS  #
    ###############

    # Patterns used to check the value of component
    _PCT_ENCODED = "%21|%22|%23|%24|%25|%26|%27|%28|%29|%2a|%2b|%2c|%2f|%3a|%3b|%3c|%3d|%3e|%3f|%40|%5b|%5c|%5d|%5e|%60|%7b|%7c|%7d|%7e"
    _SPEC_CHRS = "((%01)+|%02)"
    _UNRESERVED = "[\w\-\.]"

    #: Separator of components of CPE name with URI style
    SEPARATOR_COMP = ":"

    #: Separator of language parts: language and region
    SEPARATOR_LANG = "-"

    #: Separator of edition part components in CPE uri
    SEPARATOR_PACKED_EDITION = "~"

    # Logical values in string format

    #: Logical value associated with a any value logical value
    VALUE_ANY = ""

    #: Logical value associated with a not applicable logical value
    VALUE_NA = "-"

    #: Logical value associated with a component without value
    VALUE_EMPTY = ""

    #: Logical value associated with a undefined component
    VALUE_UNDEFINED = None

    #: Constant associated with wildcard to indicate a sequence of characters
    WILDCARD_MULTI = "%02"
    #: Constant associated with wildcard to indicate a character
    WILDCARD_ONE = "%01"

    ###############
    #  VARIABLES  #
    ###############

    # Variable used to check the value of component
    _str_w_special = "({0}?({1}|{2})+{3}?)".format(_SPEC_CHRS, _UNRESERVED,
                                                   _PCT_ENCODED, _SPEC_CHRS)
    _str_wo_special = "({0}|{1})*".format(_UNRESERVED, _PCT_ENCODED)
    _string = "({0}|{1})".format(_str_wo_special, _str_w_special)

    # Compilation of regular expression associated with value of component
    _value_pattern = "^{0}$".format(_string)
    _value_rxc = re.compile(_value_pattern)

    #: Characters to convert to percent-encoded characters
    char_to_pce = {
        '!': "%21",
        '"': "%22",
        '#': "%23",
        '$': "%24",
        '%': "%25",
        '&': "%26",
        '\'': "%27",
        '(': "%28",
        ')': "%29",
        '*': "%2a",
        '+': "%2b",
        ',': "%2c",
        '/': "%2f",
        ':': "%3a",
        ';': "%3b",
        '<': "%3c",
        '=': "%3d",
        '>': "%3e",
        '?': "%3f",
        '@': "%40",
        '[': "%5b",
        '\\': "%5c",
        ']': "%5d",
        '^': "%5e",
        '`': "%60",
        '{': "%7b",
        '|': "%7c",
        '}': "%7d",
        '~': "%7e"}

    #: Percent-encoded characters to decode
    pce_char_to_decode = {
        "%21": '\\!',
        "%22": '\\\"',
        "%23": '\\#',
        "%24": '\\$',
        "%25": '\\%',
        "%26": '\\&',
        "%27": '\\\'',
        "%28": '\\(',
        "%29": '\\)',
        "%2a": '\\*',
        "%2b": '\\+',
        "%2c": '\\,',
        "%2f": '\\/',
        "%3a": '\\:',
        "%3b": '\\;',
        "%3c": '\\<',
        "%3d": '\\=',
        "%3e": '\\>',
        "%3f": '\\?',
        "%40": '\\@',
        "%5b": '\\[',
        "%5c": '\\\\',
        "%5d": '\\]',
        "%5e": '\\^',
        "%60": '\\`',
        "%7b": '\\{',
        "%7c": '\\|',
        "%7d": '\\}',
        "%7e": '\\~'}

    ####################
    #  OBJECT METHODS  #
    ####################

    def _decode(self):
        """
        Convert the characters of character in value of component to standard
        value (WFN value).
        This function scans the value of component and returns a copy
        with all percent-encoded characters decoded.

        :exception: ValueError - invalid character in value of component
        """

        result = []
        idx = 0
        s = self._encoded_value
        embedded = False

        errmsg = []
        errmsg.append("Invalid value: ")

        while (idx < len(s)):
            errmsg.append(s)
            errmsg_str = "".join(errmsg)

            # Get the idx'th character of s
            c = s[idx]

            # Deal with dot, hyphen and tilde: decode with quoting
            if ((c == '.') or (c == '-') or (c == '~')):
                result.append("\\")
                result.append(c)
                idx += 1
                embedded = True  # a non-%01 encountered
                continue

            if (c != '%'):
                result.append(c)
                idx += 1
                embedded = True  # a non-%01 encountered
                continue

            # we get here if we have a substring starting w/ '%'
            form = s[idx: idx + 3]  # get the three-char sequence

            if form == CPEComponent2_3_URI.WILDCARD_ONE:
                # If %01 legal at beginning or end
                # embedded is false, so must be preceded by %01
                # embedded is true, so must be followed by %01
                if (((idx == 0) or (idx == (len(s)-3))) or
                    ((not embedded) and (s[idx - 3:idx] == CPEComponent2_3_URI.WILDCARD_ONE)) or
                    (embedded and (len(s) >= idx + 6) and (s[idx + 3:idx + 6] == CPEComponent2_3_URI.WILDCARD_ONE))):

                    # A percent-encoded question mark is found
                    # at the beginning or the end of the string,
                    # or embedded in sequence as required.
                    # Decode to unquoted form.
                    result.append(CPEComponent2_3_WFN.WILDCARD_ONE)
                    idx += 3
                    continue
                else:
                    raise ValueError(errmsg_str)

            elif form == CPEComponent2_3_URI.WILDCARD_MULTI:
                if ((idx == 0) or (idx == (len(s) - 3))):
                    # Percent-encoded asterisk is at the beginning
                    # or the end of the string, as required.
                    # Decode to unquoted form.
                    result.append(CPEComponent2_3_WFN.WILDCARD_MULTI)
                else:
                    raise ValueError(errmsg_str)

            elif form in CPEComponent2_3_URI.pce_char_to_decode.keys():
                value = CPEComponent2_3_URI.pce_char_to_decode[form]
                result.append(value)

            else:
                errmsg.append("Invalid percent-encoded character: ")
                errmsg.append(s)
                raise ValueError("".join(errmsg))

            idx += 3
            embedded = True  # a non-%01 encountered.

        self._standard_value = "".join(result)

    def _is_valid_edition(self):
        """
        Return True if the input value of attribute "edition" is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._standard_value[0]

        packed = []
        packed.append("(")
        packed.append(CPEComponent2_3_URI.SEPARATOR_PACKED_EDITION)
        packed.append(CPEComponent2_3_URI._string)
        packed.append("){5}")

        value_pattern = []
        value_pattern.append("^(")
        value_pattern.append(CPEComponent2_3_URI._string)
        value_pattern.append("|")
        value_pattern.append("".join(packed))
        value_pattern.append(")$")

        value_rxc = re.compile("".join(value_pattern))
        return value_rxc.match(comp_str) is not None

    def _is_valid_value(self):
        """
        Return True if the input value CPE name attribute is valid,
        and otherwise False.

        :returns: True if value is valid, False otherwise
        :rtype: boolean
        """

        comp_str = self._standard_value[0]
        return CPEComponent2_3_URI._value_rxc.match(comp_str) is not None


if __name__ == "__main__":
    import doctest
    doctest.testmod()
    doctest.testfile("../tests/testfile_cpecomp2_3_uri.txt")
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